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This documentwas developedby the Cybersecurity and Infrastructure Security Agency (CISA)

working with theResilient Power Working Group (RPW@ provide resilient power best
practices forcritical facilities and sites (excluding electrical and natural gas utility companief)
is recommended thatpersonnel including contractors and vendorsinvolvedin the following

read or browse this document:

1 Chief enginees or power manages/engineers

Continuity planning government and businessemergency preparedness

1
1 Operations and maintenance
1

Procurementand thoseinvolved in the acquisitionof power related systera or
components

Security:Cybersecurity physical security and facilities

Telecommunications electromagnetic (EM) security, anishformation technology (IT)

whenresponsible for specifying the telecommunications solutiongstalling

telecommunications or IT equipmentor EM protection

1 Executivesand managerswith responsibilities for any of the above.

It is suggested thatindividuals in these categoriestart by reading the Executive Summary
Subsequently each user canquickly focus on just one topic at a timé desired taking
advantage of thedocumentbeing broken down into chapters, sections, and subsections
However, to effectively implement the solutions and processesitlined in this document target
audiences should ultimately read or browse what is indicated below ifiablel.

Tablel. Target Audience Matrix

Ch1i Ch 2 Best Ch 34 Ch 57 Core Ch 89
Introduction Practices Cyber, Components Clean
Role i
Physical, and Energy
EM Security
; Browse, Browse, Read Browse if
Executives Read 1.4 2.1,2.2 Browse i considering
Power Browse/
Management/ Read Read Read Read Read if
Engineering considering
. Browse/
Contlr_IUIty Read Read Read 3, 4.1 Browse/Read Read if
Planning A
considering
Read3.1
Read 1.4 Browse 2.4, 2.5 Chain considering
Security
_ Browse Read3, and
Cybersecurity Read 1.4 Browse 4.1, 1B;0\évse - -
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Ch1 Ch 2 Best Ch34 Ch 57 Core Ch 89
Role Introduction Practices Cyber, Components Clean
Physical, and Energy
EM Security
Physical Browse,
Security Read 1.4 Browse 23 Read3, 4.4
Telecom, IT Browse, Browse2.1, 2.2, Browse 3,
EM Security Read 1.4 Read 2.3-2.5 Read 4

To reduce costs and improve resiliency, implementation of thebest practices andguidelines
should be performed holistically. Fanstance, cybersecurity physical securityEM security, and
fuel considerations could impact the selectioand locationof the backup power generation
solution sothese best practicesshould be consideredn unison.In this example, not only
should Chapter5 GENERATORS AND FUtd read, but also the other chapters/sections
indicated in Tablel to ensure that an appropriateresilient power solution iddentified,
implemented, and maintained.
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ThisResilient Power Best Practices for Critical Facilities and Sitdscument was created after
members of the federalinteragency Continuity Communicetns Managers Group (CCMG)
determinedthat most widespread, longterm communications outages were caused by loss of
power and that there was no best practices document addressing this issue from an
enterprise/agency perspectiveFurther, per the U.S. Energy Information Administration (El&g
averagenumber o hours of power interruptions due to major events has increased since the
EIA began collectinglectricity reliability data in 2013 from less than two hours in 2013 to more
than six hours in 2021 (power outages excluding major eventsas consistent at abait two
hours).

This documentaddresses the abovepower issuesfrom a nonutility perspective andhelps the
reader improve their understanding of resilience, determine the criticality thieir systems to
remain operational,identify the risk factors and make educated business decisions on both
small and large investments in resilient power solutiongat will help ensure business
continuity.

The potential solutions discussed in tis documentconsider For manv si
- s . y sites,

dependability, cost, longerm capabilities, and applicable implementing these
regulations. Thesebest practicesrecognize that nothing is 1006 resiliency best
reliable nor protectableunder all conditions and that there are trade practices is
offs that often must be made between resiliency antudget with the | ; ;

X o X inexpensiveand will
best solution dependent upon the mission needand risks. increase resilienc

oo y

Nevertheless the RPWG expects that margritical infrastructure
facilities will attain significantly better resiliencewith a positive returnon investment {ncluding
the Value of Lost Loalif they implement thebest practicesin this document(e.g., both use
casesdiscussed inthe Renewable Energy Hybrid System (REHSpample Use Casesection
show a positive return on investment)

To easily identify the resilient power best practices thatakeholders may want to use for
planning, procurement, and implementation purposes, four resilience levels are defined
Similarly b the use of levels with other organizations (e.g., Cybersecurity Maturity Model
Certification Program Review for Information Secuyi Assistance | CSRC (nist.goy)the higher
the level, the better the resiliencen general

These levels summarized beloware based upont h e o r g ansk nzamageimentp@rsand
FEMAGY | hcameapts,dvliah inGlossary (fema.gow)is defined aso atural,
technological, or humarcaused incidents that warrant action to protect life, property,
environment, and public health or saty, and to minimize disruptions of school activitie§Thus,
local, utility, and facilityrisk factorsmay dictate a lower or higher resiliereclevel for some
threats/hazards than for others Local conditions including the time required fquower to be
restored and for fuel to be deliveredunder the identified risk factors may lead tonore or less
time than suggested belowfor backup power to be maintained.

1 Level 1 Resilienced Incorporatescost effective best practicesto maintain powerto
critical operations Typically, expendable supplies, such as fuel, should be maintained
for three days under o0al |riskhneazagemenspfant ha't

1 Level2Resilienc Ext ends L eeffextive ptadtises o tursher improvepower
resiliency. Typically, expendable supplies, such as fuel, should be maintained for seven
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days under o0all hazarrslsndanagédmantplaar e ger mane
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https://csrc.nist.gov/Projects/Program-Review-for-Information-Security-Assistance/Security-Maturity-Levels
https://training.fema.gov/programs/emischool/el361toolkit/glossary.htm

1 Level 3 Resilienced Implementsadditional measures beyond Level B further improve
power resiliency Typically, expendable supplies, such as fuel, should be maintained for
around 30 days wunder o0al | ribkanaregechentplant h at

1 Level 4 Resilienced Power should be sustained with no unplanned downtim&ypically
this is limited to the most critical military/federal/National Essential Functions

Althoughbackup powertimeframes provided in the above definitionare for fuel related best
practices,the primary driversof this timeframeare the threat environment, the vulnerabilities,
and the organizational risk tolerance associated witie identified risks. For instance,some

critical facilities are designed to operate for only a short period of time on backup power while

critical operaions are transferred.

To help selectand implementthe best resilient power solution for your situationhts document
provides an overview othe keytraditional (e.g.,generators) and newer (e.g., renewables,
microreactors)backup power technologiesprocesses, regulationsand agencies thatcould
affect the selecion. Table2 highlightsbest practices thatcan help the owner/operator
implement and maintainthe bestresilient powersolution for their critical infrastructure based

upon the

o0 Resiliene L2&ltandask amagementplan. Theseare further

explainedin the main body of the documenin Section2.3, which should be consulted prior to
implementing any of tle belowlisted recommended best practices

Table2. Recommended Best Practicélighlights

Functioral Area

Design and Process Best Practiddighlights(each resilience level may vary
based upon specific facility or site risks andpecific mission needs)

Process,
Governance and
Maintenance

9 Document a risk management plan that includes the resilient powthreat
environment, the vulnerabilities, and the organizational risk tolerance
associated with the identified risks

1 Determine resiliene level needed, document requirements, and conduct gap
analysis

9 Join appropriate sector/geographically based information sharing organizatior
such asInfraGard the National Council of ISACand preparedness networks
like your lacal Community Emergency Response TedGER].

9 Scheduleregularaudits to ensure that the Planning, Organization, Equipment,
Training, and Exercises (POETRXhe O&M Plansupports the desired
resilience level.

9 Include preparedness of employees and vital external businessé@sthe O&M
Plan toensure continuity of operations during extreme events.

fEstablish processes to O0Ostress test
operational tests, and tablet op anwlorlreke@lexerci ses.

Backup
Generation
Sources

1 Maintain at least two backup generation sources for Lev8lresilienceand
typicallyfor Level 2 unlessthe primaryand backuppowersources are resilient
enough to meet Level 2

1 Level 4resiliencesites shouldutilize two independent utility/primary power
sourcesplus two independent andgeographically separated (within the site)
back-up power sources.

1 Ensure the backup generation sources achieve longevity per ttesired
resilience level.

9 Performand documentregularly scheduled maintenance and load testing.

1 Consider fuel diversification to prevent fuel supply disruptions.
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https://www.infragard.org/
https://www.nationalisacs.org/
https://www.ready.gov/cert

Functioral Area

Design and Process Best Practiddighlights(each resilience level may vary
based upon specific facility or site risks andpecific mission needs)

Fuel

1 Store enoughfuelonsitet o0 meet t he desir edleva.al |
1 Deploy a fuel maintenance process, including fuel rotation.

1 Documentemergency delivery alternativeand regularly assess fuel delivery
contractsto help ensure that third parties will be able to deliver during outages

Control Systers
and Microgrids

1 Segment power loadsand conserve resources so that critical loads are
adequately powered.

1 Consider implementing an alhazards secure microgrid in Level 3 sites or on
large campuses.

1 Maintain a protected, redundant industrial control systenfilCS and electrical
distribution system

9 Consider implementing a renewable energy hybrid system (REHS), which
combines renewables with a energy storage system (ESS) and a 24/7 backug

communications

Renewablz generation system, to extend fuel sygies and improve power resilience while
Energy an reducing annualelectricity costs.
Energy Storage _ .
9 Deployhardeneduninterruptible power supply (UPS) systems to support
sensitive critical systems.
9 Ensure critical telecommunications argrioritized for emergency power and
Tele integrated into the Operations and Maintenancélan.

1 Deploy telecommunications diversity (e.g., cellular, satellite, landline, high
frequency [HF] radio) and follow the PACE model (Primary, Alternate,
Contingency, and Emrgency) if imnmediate communications are needed.

Cybersecurity

1 Include supply chain securitye.g., thirdparty access to the control software)
and a zerotrust securitymodelin the cybersecurity plan.

9 Follow industry cybersecurity standards, e.dgNorth American Electric
Corporation NERQ CIR009-6, NIST Cybersecurity Framework.

Physical Security

9 Add specific threats, existing security, and site vulnerabilities into the physica
security plan.

1 Red team the physical security plan by working withweenforcementand
security contractors.

Electromagnetic
(EM) Security

1 Implementmitigations per the Risk Management Plarto help protectagainst
the EM effects of lightning, high-altitude EM pulse (HEMP), EM Interference
(EMI)and Intentional EMI (IEMI)

Given the growing potential consequences of gridlated power outages, it is recommended
that organizationsneeding to be Level Y4 resilient power per their risk management plan
quickly achieve at least a Level 1 or Besilience capability. Implementing thebest practices for
these resilience levelds relatively inexpensive and the initial investmemhight be recuperated
after only one shoriduration power outageTo get the mosimpact per dollar, a holistic
approach is recommended since it will do little good fior example,an organization has plenty
of fuel but has not maintained the fuel properly or if its only generator fails.

TheseResilient Power Best Practices for Cighl Facilities and Sitesshould be a part of

comprehensive, risknformed Business Continuity and Continuity of Operations (COOP) plans,

developed perFederalEmergency Management Agency (FEMA) guidaAcEhese best

practices can help improve the resiliency of power systems during all durations of power

outagesand can help the natono wi t hst and and recover rapidly

from


https://www.fema.gov/emergency-managers/national-preparedness/continuity/toolkit

accidents, natural disasters, as well as unconventional stressed)acks and threats to our
economy and democratic system.o

These resilient power implementation best practices were developed working with Resilient
Power Working Group | CISARPWG comprising of representatives fronvarious federal, state,
and local government departments and agencies, nggovernmental organizations, and private
industry. The effort was supported by the federal CCMG, which coordinates national
security/emergency peparedness (NS/EP) communications planning araperationsin support
of federal continuityprograms.

The importance ofpreparedness,networking(developing personal relationships and
information sharingprior to a power outage cannot be understatedlogether, we can reduce
the consequences from shorterm outages while preparing for lorterm outages that could
cause substantialeconomic and societal issues includintpss of life.
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https://www.cisa.gov/resilient-power-working-group
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1. INTRODUCTION

Target Audience:
1 PowerManagement/Engineering, Continuity & PlanningRead all

9 ExecutivesProcurement,Cybersecurity, Physical Securjtfelecommunications and IT
Installation: Browsel.1 0 1.3, Read 1.4

Purpose R o
oBy faild.@
This document provides resilient poweimplementation best prepare, you are
practicesto federal, state,local, and industry criticalinfrastructure preparing
stakeholders to help ensurenational continuity, which includes --Benjamin Franklin

Business Continuity, andContinuity of Operations (COOPR)Continuity

is not strictly a governmental responsibility or limited to specific disciplinelational continuity,
inclusive of federaland nonfederal entities including all critical infrastructure owners and
operators,encompassesan interdependercy concept and culture that reaches across all
communities, organizations, and individual®All levels of leadership should consider continyit
in operational planning.

Given thatcontinuity of operations/business/governmentis a critical part of ensuring a resilient
nation, it is imperative that federal and noHederal entities strengthen thepowersupply
resiliencyof their infrastructures against all hazards that couldauseloss of critical
infrastructure operations This document wasreated to help fulfill theresponsibilities of the
Cybersecurity and Infrastructu®ecurity Agenc{CISA) Director and th&ecretaryof Homeland
Securityto:

1 O6R&commend measures necessary tprotect the key resources ancritical
infrastructure of the United Statesin coordination with other Federal Government
agencies including SectofSpecific Agenciesand in cooperation with State, laal, tribal,
and territorial government agencies and authorities, the private sector, and other
entites6 [ The Cybersecurity and | nfr@ECt2P0@ct ur e
(e)(1)(F)] [December 2018]

1 o éprovide strategic guidance, promote a national unity of effort, and coordinate the
overall Federal effort togpromote the security and resilience of the Nation's critical
infrastructure.6 Critical infrastructure must be secure and able twithstand and rapidly
recover from all hazards [FresidentialPolicy Directive (PPD) 24Critical Infrastructure
Security and Resilience]February 2013]

1 dDevelop a plan tamitigate the effects of EMPn the vulnerable priority critical
infrastructure systems, networks, and assets6 [ E x e ¢ t3865,vCoordhatidge r
National Resilienceto Electromagnetic Pulse¢EMB), Sec.6 (d)(i)] [March 2019]

1 oPromote the ability of emergency response providers andlevant government officials
to communicate in the event of natural disasters, acts of terrorism, and other man
made disasters 6 [ Emer gency Su p pdcCommurkcations Annexof ( ESF)
the National Response Framework (NRHfJune 2016]
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1 Oéensureét he necessary combination of hardness,

maximum extent practicable, thesurvivability of NS/ERnational security/emergency

preparednessjcommunicationsé 6 [ Executi ve Order 13618,

Security and Emergecy Preparedness Communications Functions, Séc2. (b)] [July
2012]

To continue to operate and serve the countrpperators of critical infrastructure need to rely on
their own resilient backup power systems if a grid outage or collapse occurs that aféetheir
systems Therefore, CISA recognizes that an essential part of each of the above polieied of
theor gani zati onds r iste promot@ancfgciitatectire adogiidn afnesilient
power capabilities for critical infrastructuresd particularly those capabilities that areequired to
be resilient to all hazards These best practicesare also supported by the federahteragency
Continuity Communicabns Managers Group (CCMG) to coordinatks/EPcommunications
planning andoperationsin support of the COGprogram

Thisdocumentprovidesbest practices with backgroundmaterial, analysis,and guidelineson
resilient power from the dependability, cost, and regulatory perspective It recognizes that
nothing is 100 reliable under all conditions andhat there are tradeoffs that must be made
betweenresiliencyand budget with the best solution dependent upon the mission needthe
Resilient Power Working GroufRPWG expects that in many cases, critical infrastructure
facilities will obtain a positive return on investment (includes Value of Lost Loafithey
implement thesebest practices as discussed in Sectior8.6 Renewable EnergyHybrid System
(REHS)Sample Use Cases

The document alsaddresses critical infrastructure protections against multiple potential power
outage risksincluding various possibledurations of poweroutages It encouragesstakeholders

to understand therequiredresiliencelevel fortheir critical infrastructure and develop
appropriateresilient power requirements. This information can then be used pooactively
assess and reassess the resilience and dependability of the back and emergency power
equipmentand to implement the needed changes and updates to meet the requirements. This
includesthe dependability of their various supply chains in a prospective gddwn scenario,

and the preparedness toendure a longterm outage

Critical Infrastructure Sectors

The audience for this document iall governmental and civiliarstakeholdersof critical
infrastructures excluding the electric utilities and natural gapipeline systems This includes the
16 critical infrastructure sectorsidentified underdPresidential Policy Directive 21 (PRPL):
Critical Infrastructure Security and Resiliencé PPD21 advances a national policy to strengthen
and maintain secure, functioning, and resilient critical infrastructuna the followingsector risk
managementagencies (RMAs)(see www.dhs.gov/cisa/criticalinfrastructure-sectors for more
information):

Chemical(SRMA:DHS)
Commercial Facilitie{SRMA: DHS)
Communications(SRMA: DHS)
Critical Manufacturing(SRMA: DHS)
Dams (SRMA: DHS)
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Defense Industrial Base(SRMA: Department of Defense (DOD))
Emergency Service§SSRMA: DH$

Energy(SRMA: Department of Energy (DOHyuidelines for this sector are generally not
included in this document)

9. Financial ServiceSRMA: Department of Treasuly

10. Food and AgriculturdSRMAs: Department of Agricultureand Department of Health and
Human Services (HH$)

11. Government Facilitie{SRMAs:DHSand General Services Administratio(GSA)

12. Healthcare and Public Healtl{SRMA: HH$

13. Information TechnologyIT)(SRMA: DH$

14. Nuclear Reactors, Materials, and WastSRMA: DH$

15. Transportation System¢SRMAs:DHS and he Department ofTransportation (DO7Y)
16. Water and Wastewater SystemGRMA: Environmental Protection Agency (EPA)

Document guidance is applicable to requirements of Executive Order 1398&overnance and

Integration of Federal Mission ResilienceThe document can also be used alsest practices for

entities not associated with criticai nf r ast ructure. The nationds resi.|l
Americans embrace increased levels of personal preparedness and their employers, both in

government andin the private sector, adopt methods of increased sedfficiency, including aH

hazards resilient power.

This document recommends raent emergencyand backup
powerbest practices for critical facilities and sites The best
practices cover resilient powelin a holistic manner recognizing of preparation, hard

that systems, equipment, and operationgypically can be wor k é nd | «
operated onlywithin specified environmentge.qg.,the --Colin Powell

temperature is not too high or too low for the equipment nor for

the people working in the environment Thus, forlT equipment orcommunicationsnetworks to
function as intended climate control systemssafety sysems (e.g, fire detection and
suppression, lighting, physical entry contrgiindustrial control systemgC&s), and support
equipmentalso need power.

OThere are |
success. It is the result

Thesebest practices can be applied to asmall site such as a public safety or cellular

communications tower or they can be implementedto improve resilience ata largecampus.

More specifically this documentcowers the following to appropiately reduce the risk of power
outagesaccording to a predefined power resiliengdeveld6 (expl ai ned further bel
Definition of Resiliene Levelg from the timewhen a blackout commencesntil grid poweris

restored:

1 Processand maintenanceto help ensure that a resilient power architecture is
implemented effectively and efficiently and that thepowerrelated equipment and
supplies are maintained poperly. Bestpractices coveringPlanning, Organization,
Equipment, Training, and Exercises (POE&H also discussed



1 Emergencyor backuppowergeneration systens, including traditional diesel and gas
generators renewableenergygeneration systemgq 0 r e n e wad,dolarswing, fuel
cells, hydrgpower) and smallmodular reactor (SMR) unitxonsideringboth cost and
resiliency.

1 Power transfer systera and microgridsto help ensure resilient power and toptimize
the use of power generation sources.

1 Energystorageboth to ensure continuousregulated power prior to emergencypower
generation/distribution and to increaseresiliencyusing renewables

1 Cybersecurityphysical security and electromagnetic (EMsecurityto protect the power
supplysystem Cybersecurity is particularly important if any critical equipmeist
connected to the Internetan ent e r p rintraset, 6r Supervisory Control and Data
Acquisition (SCADA) networkBhysical securitywhichcan often become more
important during ablackout, is critical to protect against attacks, naturahazards and
theft. EM security is essential since scenarios exist where EM effects from a single event
can shut down large portions of the North Americanidrsimultaneously fora long
period of time5

The aboveprocedures, equipment, and supplies ardiscussedmostly from a higHevel
perspective althoughthe documentdoes providedetailed technicalguidancepartially through
references b othertechnical documents.Hyperlinks to these references and technical
documents are provided where feasible to assist the reader.

Thsd o ¢ u me n t dossnat pravigdegesilient powerbest practices for the following entities
or situations:

9 Bectrical and natural gasutility companies, includinghe utilitiesd power gener ati on
systens, transmission systens, and distribution systens except when it is considered a
core part of t he andlaekuoppowersysténsThisexceptiamaeightc vy
occur if the utility plant was cdocated with the enterpriseor if a facility planned to rely
upon a utility company as keypart of its power resiliency

1 General federal responsefforts such as that provided irthe Federal Emergency
Management FE{&Bee Owage(incident Annex: Managing the Cascading
Impacts from a LongTerm Power OutagéPOIA)exceptfor federal response
backup/emergency powersystemls That document Oprovides gui dseé
responders to pravide response and recovery support to local, state, tribal, territorial,
and insular area efforts while ensuring the protection of privacy, civil rights, and civil
l i berties. o

Note that this dobackuappowers usescower t e madstapqdoyncy power
powerunless stated otherwise IEEE Standard 4461195 defines anemergency powesystem

as Oan independent reserve source of electric ene
source,automatically provides reliable electric powewithin a specified time to critical devices

and equipment whose failure to operate satisfactorilwould jeopardize the health and safety of

personnel or result in damage to propertyThe above IEEE source definesstandby power

s y st e mindependeiat reservesource of electric energy that, upofailure or outage of the

normal source, provides electric power of acceptable quality so titae user's facilities may

continue in satisfactory operatiord



Whileelectrical power has become even morenportant to critical
infrastructure operations, the legacy architectureften has aging
equipmentthat make it difficult and costy to resilientlyuse all
availablemodern energy sourcesThis isoccurring while electricity is
continuing to become more important to society and there &
increasing number of events that could cause damage to the electric:
grid and precipitate a backout. In fact, DOE estimateghat as of

2015, the cost of power outagesin the U.S.was $44 billion (B), an

increase from $26B in 2002 (or $35B in 2015 dollars).70 percent of the costs are borne by
the commercial sector and the industrial sector accounts for 2gof the costs® See Appendix A

OWe cannot solve
our problems with
the same thinking
we used when we
created them .6
- Albert Einstein

REGULATORY AND UTILPFDIWERGENERATIOENVIRONMENfDr high level background

information regarding the grid.

From a policy perspectiveSection 316 of the FY 2021National Defense Authorization Act
(NDAA states 0 hie Secretary of Defense shall issue standards establishing levels of availability

relative to specific critical missions, with such standards providing a range of not less than

99.9%availability per fiscal year and not more than 99.999% availability per fiscal year,

depending on thecriticality of the mission&

While promising substantial increases in effectiveness and efficienayew and emerging

technologies have concurrentlyncreased the potential fordisruptions and evena catastrophic

grid collapse.With thesepotential power disruptionsand availability requirementsn mind,

several previously published documents have discussed the need for improvedgterm power

outageresiliency, including the following:

T ThePr esi dent 6s Wtare Aduisory Couricih(NIAGIased thatthed U. S
infrastructure and s dftheré isacatastrophic powdmnatage

(per the December 2018 document Surviving @atastrophic Power Outage).

1 The aboveNIAC2018 document also suggests developing a flexible, adaptable
emergency communications systerthat is sel-poweredand protected against any
potentia | d i soauppor aritical service restoration andonnect infrastructure
owners and operators, emergency responders, and government leadérs.

I TheNationd Communications System (NCS) stated thatlongterm outage where the

fuel supply chain breaks down and backup generators stop functioning proped,

would have catastrophic effects on the sectors themselves and would likely lead to
cascading effects on other sectors, such as the financial sector, the transportation

sector, and the health care sector. In addition, emergency services, Government
operations, and other critical services would be eithenoperable or severely limite

(per the February 2009 document Londerm Outage Study).

Thepower outages resulting from theincidents listed belowdemonstrate severe negative

impacts to mostcritical infrastructures and life sustaining servicesncludingcommunications,
transportation, water and wastewater facilitiegnass transit, and public healtt? It is important

to note that electric power is crucially important for posticident operation and restoration

activities. Further, because of the interconnectivity of the grid as shownHigurel. a significant

interruption in one area of the grid couldmpact other parts of ttat grid.
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Figurel. Three Regional Interconnection Grids

Cold Weather

Texas Blackout, 20216 Three severe winter storms andecord-breaking cold weather caused
many power outages statewidever a 17-day periodwith an estimated 246 deaths Qose to
two-thirds of the deathswere from hypothermiaand about 8%were from carbon monoxide
poisoningl® Diesel fuel was very difficult tgrocure, and many companies could not obtairit
unless they hada contract from a fuel suppliewho could bring in fuel from out of state once
the roads were openFurther, many generatorswould not start due totemperaturerelated
issues, a common onebeing generator start batteries failing in extreme cold. Thiscreated
problemswith critical infrastructureand caused some city water system&nd data centersto
not operate 12 13

Hal | oween No ©6ea snowin Qctol02D11 brought down tes, resulting in 3.2
million residents across 12 states losing power. The storm arrived just two months after
Hurricane Irene caused extensive power outages and property damage in the Northeast, with
the 2011 New England tornado outbreak also causing dameagn Western Massachusetts. In
Connecticut, the outage lasted more than 11 days.

High Winds (norhurricane)

California Public Safety Power Shutoff Due to High Win@919 & Potential wildfires due to high
winds and dry conditions caused Pacific Gas andeEtric (PG&E) to shut off power to many
counties in Northern California and several areas in Southern Califorfiiam October 99
November 1 and on November 20, 2019A total of over 3 million people lost power during the
various public safety power shutd$.



Hurricanes/Superstorms

Hurricane Maria, 20179 A category 5 hurricane devastated
Puerto Rico and the U.S. Virgin Islands. Full grid power
restoration to every part of Puerto Rico took over a year
(nearly all customers had power in the US Virgin Islands afte
four months). Not only did Hurricane Maiknock down

power lines, but generators stopped working, fuel was stoler
and fuel deliveries were very limited until the seaports and
roads were reopenedincompatible nozzles and fuels also
caused fuel delivery issuesThis single event caused
substantial outages to critical equipment and facilities and led to continued deaths after the
storm due to electricity outages. All mainstream communications were lost. Cellular had

During Hurricane Maria, the
lack of power prevented
communications from
working causing it to take
much longer to restore
power because there were
no communications.

mul tiple issues and oOcabl e system anneéxstemn,r el i ne ph
owing mostly tolttheallsacc kc corfs prmoemke raadn extraordi nar
emergency generators and key suppért personnel fo

SuperstormSandy, 20126 In October 2012, 20northeastern states
plus the District of Columbia experienced significant power outages
because ofSuperstormSandy.0 A b o u-tjuarenokcell sites
across tenstates were out of commission, and a substantial portion
of these outages r es ulsOwdd5imilienn
customers lost electric power, and significant damage occurred to
the energy infrastructurelt required two weeksto restore power to
99%of customers.

During Superstorm
Sandy, many areas
ran out of fuel and
assets asfar away as
California were
called upon to assist.

»f power .

Hurricane Katrina, 20057 Hurricane Katrina left an
estimated 2.7 million customers without power across
Alabama, FloridaLouisiana, Mississippi, and Texa®. T h e
Federal Communications Commission (FCC) tallied three
million customer lines, more than one thousand cell sites
and 37 of 41 radio stations (two AM & two FM survived) lost B
in Louisiana, Mi s138\Withis w@veeks, a
power was restored imPAlabama Florida, and Mississippi yet
full restorationin Louisianatook almost another month due to extensive flooding and hurricane
damage that required reconstruction of energy and other supporting infrastructure.

Figure2. Flooding during
Overgrown Trees Hurricane Katrina

GreatNortheast Blackout, 20038 Overgrown trees

contacted electric transmissionin Ohio, precipitating a blackout thakeft an estimated 50

million people without powersome for two weeksl t i n trdppind 808,000 people in New

Yorkds sudtwraygmsdi moppdt housands more in ofThd ce buil d
U.S. and Canada jointly conducted @¢hnicalanalysisthat noted four primary groups of causes

for this bFiaatRepod dn the Augustii4 2003 Blackout in the United States and

Canada '8 Causes included failing to maintain adequate tree growth near transmission rights

of-way,lost situational awareness, lack of visual tools, ancomputer dsruptions, exacerbated

by unavailability of experienced operating personnel.



https://www.nerc.com/pa/rrm/ea/Pages/Blackout-August-2003.aspx
https://www.nerc.com/pa/rrm/ea/Pages/Blackout-August-2003.aspx

Solar Flare Geomagnetic Disturbance (GMD)

Quebec GMD Power Outag#989 din less than 2 minutes, the entire Quebec power grid lost

powerdue to acoronal mass ejection from thesun. 0 D u r i -hogr blackoait that2ollowed,

millions of people suddenly found themselves in dark office buildings and underground

pedestrian tunnel s, and stalled elevatorsé Serviec
also interrupted whileé@ her reserves of electr®cal power were

Terrorism/Manmade

Metcalf Sniper Attack, 20133 Gunfire from semiautomatic weapons did extensive damage to

17 transformers at the Metcalf transmission substatiorsouth of San Josén April2013. 0 T h e
bullet holes caused the transformers to leak thousands of gallons of oil, and ultimately

overheat. Grid operators scrambled to reroute power from elsewhere to keep the system from
collapse. The power stayed on, but just barely, because it happened during a time when
demand for el ec t2irThedncident coma@ ave breught doWwrnopewerdo Silicon
Valley.Along these linesthere arejust nine substations neecded to be taken out in the U.S.to

knock out the entire gril.22

Despite the substanial losses in the above exampk these can be consideredigray sky
events.6 Qutside resources were brought in and, except in isolated casesd with Hurricanes
Katrina and Maria, services were restored within @sociallytolerabledtimeframe that prevented
significant loss of life andpermanent population displacement.

However,a state actoror a natural evenf such asan extremely large gemagnetic disturbance
(GMD),could cause substantiallyargeroutages than any of the above eventsFor instance,it is
estimated that aGMDthe size of the 1859 Carrington Solar Storm Evenbuld destroymany of
the high-voltagetransformers in the electical gridin multiple regions of the countryThe period

to replace the large transformergould be substantialdue to the limited spare inventory, long
transformer procurementlead times (one year or moré?), and the difficulty of moving
transformers over lanc4 Although outside resourcesould substantiallyhelp inthis situation,

this type of event could cause@umerousand large disruptions to both electricity and fuel energy
subsectors, as well as the infrastructuresn whichthey depend. In turn, these disruptions could
have a catastrophic impact on the population and on societal institutions.

Regardless of theseverity of theevent, it will be important forthe U.S.to keep critical
equipment and sitespoweredso that government, pulic safety, and restoration services can
continue to function, resources couldoe appropriately allocatedrepaired and replacedto
serve the public (e.g., ensure that fuel is available for generators) and rebuildaan take place
much more effectively



As part ofeach risk management plan federal, state, and local critical infrastructure owneror
operators should determinethe importance ofresilient powerto

their critical missionsincluding: Resilience:
1 The critical missions of the installatioper the National W|thstand and recover
Critical Functions Se¥ including whether the operations | rapidly from deliberate
can be handled elsewhere attacks, accidents, _
o , natural di sz
1 The powerand communicationsrequirements of those our economy and
critical missions. democratic
1 The duration that those powerequirements are likely gt%gizyat'onm Security

needed in the event of a disruption or emergency and
whether it is acceptable if the power is interrupted.

1 The importance of the infrastructure to the organization and to society (if the societal
impactis unclear, the owner/operato may want to reach out to FEMA or CISA for their
assessment).

After performingthe above assessment and following the best practices Bection2.1 Risk
ManagementPlan, the critical infrastructure organization should determinés basic resilient
power requirements. To help the organization implement these requirements, four levels of
resilient powerare introducedfor the following reasons:

1 Easier Identificationand Communication ofBest Practicesd More easily identifythe
best practices neededfor a particularfacility/ site and for that facility/site to better
communicate its best practices to customerd-or instance, a certain level could be
specified in an acquisition (with exceptions notednd thenthat level could easily be
communicated to its customers

1 Consistencyd Provides more consistency between thearioussectionsof this
documentand helps ensure a well thought out implementatiarior instance
maintaining 7 or even30 days of fuel should be balanced with generation system
resilient enough to operate continuously and reliably for at leagtor 30 days.

1 CostEfficiency and Effectivenesd Without multiple levels of resiliency being defined,
many organizations may unnecessarily implemeatl | t he oO0best practicesbod
Level 4protections that arejust intended for the most critical essential functions,
typically associated with nabnal security.

When determiningthe requirements and theresilience

levels,consi der thehana®ep.td &1 Theseresilience levels can help
oFederal Continuiy Directive ® i s s u e d ,®all 1 7 organizationsimplementtheir
hazardsbis 0 @lassification encompassing all conditions, | requirements and should not
environmental or manmade, that have the potential to supersede them.

cause injury, illness, or death; damage to or loss of

equipment, infrastructure services, or property; @&ternatively causing functional degradation
to social, economic, or environmental aspects. These include accidents, technological events,
natural disasters, space weather, domestic and foreiggponsored terrorist attacks, acts of war
and chemical, biologial (including pandemic), radiological, nuclear, or explosive (CBRNE)
eventso


https://www.cisa.gov/national-critical-functions-set
https://www.cisa.gov/national-critical-functions-set

YourRisk ManagementPlan (see What is project risk management? Institute of Project
Managemen) may dictatea lower or higher resiliene level for some threats/hazards than for
othersb a s ed u p oohhreft Bnbll HaGard Identificationand Risk Assessment (THIRA) and
Stakeholder Preparedness Review (SPR) Guid#é The costs to implement robust protections
against some hazardsnight betoo expensive given that the facility is already buildx, if a

certain threat occurred, critical operationsnight be halted regardless of whether power was
available Another example is thathe likelihood of some threats/hazards may be very low in
certain geographic locations.

Taking the aboveofficially identified all hazard ( al hazardsd ¢larificationsinto account and
using this manual to update h e  sisk man@&gement plan four resiliene levels aredefined
to help with implementing the power requirements (not to replace thengee Sectior2.1 to
better understand which of the below resiliency levels imost applicable to your facility or site.

1 Level 1 Resilienced Incorporatescost effectivebest practicesto maintain powerto
critical operations.Typically, expendable supplies, such as fuel, should be maintained
for three days umaegarmaedo tHeriskhnmaagemenspfan t h a t

1 Level 2 Resiliencd Ext ends L eeffextive ptadtisesta forther improve power
resiliency Typically, expendable supplies, such as fuel, should be maintained for seven
days under oOal | narezoahernklsndanagdmantplaar e ger

1 Level 3 Resilienced Implements additional measures beyond Level @ further improve
power resiliency Typically, expendable supplies, such as fuel, should be maintained for
around 30 days under manafotheriskanaragehentplart h a t

1 Level 4 Resilienced Power should be sustained with no unplanned downtim@ypically
this is limited to the most critical military/federal/National Essential Functionsvhere
the importance of operating far outweighs concerns about cofiue to the complexities
with implementing Level 4 best practices and since Level 4 requirements can differ
substantially, only partial best practies are provided in this document for Level 4
Resilience.

Backup Power Timeframe

The primary drivers of thefuel related timeframe for your facility or site are the threat
environment, the vulnerabilities, and the organizenal risk tolerance associated with the
identified risks. For instance, some critical facilities are designed to operate for only a short
period of timeusing backup power while critical operations are transferred.

The timeframe should enable the fadtly or site to maintain power until additional fuebr power
can be deliveredto meet your risk management plamand your requirements Thus, for Level 1,
it is recommended that most facilities and sites store three days of fuet stored energyonsite.
However, at some sites, this might just be a couple of days perhaps because the sékably
generates solar poweror it can obtainfuel from a nearby storage facilityAt other sites, four
days of fuel might be storednsite because of the difficulty in dévering fuel to the site.

Seethe Vulnerabilities, ExternaFactors and StakeholderNeedssubsection in Sectior2.1 for a
brief discussion of the operational, environmental, @hexternal factors that can impact tk
above suggestedimeframe. Also note that the timeframe isiot applicable to Chapte3
CYBERSECURITY AND PHYSICAL SECuRdTGhapterd ELECTROMAGNETIC (BBECURITY
since those topicsdo notdirectly impactthe fuel related timeframe.
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Systemic Risks and Systemvide Resources

When determining theresiliency requirements and theesilience level, potential systemic
widespreadimpacts and systemwide resourcesneed to be included in the risk assessmeng&or
instance, sufficient geographical separatiorof a backup facility from the primary facilitynight
provide sufficient resiliency fomany of the identified risks.

Another exampleof using systemwide resourcesis that a cellular carried s ¢ o coeld naegt e
the definition of Level 3even ifmost of its transceiversites within an areaonlymet Level 1
resilience due to the overlapping nature of the&overage from thetransceivess. However since
poweris a common mode failurebetween sites fault tree analysis wouldbe neededsince
something like a cyberattacks a systemic risk anccould take down all the sites at the same
time.
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2. BEST PRACTICES

Target Audience:
i Executives and ProcuremenBrowse, Read 2.2
1 PowerManagement/Engineering, Continity & Planning:Read all

1 Cybersecurity, Telecommunicationand IT InstallationRead2.3

Thischapter coversresilient power specifidifecyclebest practices It does not discuss general
best practices such as writing a charter, developing a project megement plan, etclf the best
practice is technology specificor technical it is discussedin the applicable technical section
Forinstance, the best practices to maintain diesel fuel are listed the Fueland Generator
Maintenance Proceduresection.

Given the many best practice that should be incorporatedthis chapteris broken down intofive
sections:

1 Risk Management Plar(Section 2.1)d Focuses on risk management that is specific to
resilient power.

1 Resilient Power Requiremeni{$Section2.2) 8 CoversOverall Sector Goaland
Vulnerabilities, External Factorsand StakeholderNeeds

1 General Desigrand ProcessBest Practices(Section2.3) 8 Provides guidelines for
resilient architecture, design, anchighdevelinstallation considerations.

1 Operations andMaintenance (O&M)Plan (Section2.4) d Discusses the activities,
resources, proceduresresponsibilities,and time required to help ensure that the
resilient power system will function properly during grid power outages and adntinue
to operate as planned during extended outages.

1 Telecommunications(Section2.5) d Covers the need for communicationsand identifies
some wireline and wireless technologiethat should be considered This is essentiato
ensurethat the necessaryoff-site equipmentand supplies can be obtaied during a
combined grid power outage and general telecommunications outage.

Buy-in for therisks, resiliency goalsand highlevel requirementsfrom the owner, operator, or
management responsible for the site is critical throughout this process and to help drive the
resiliency goals.

The first recommended step toimplement the needed resiliene for dt is never wrong to
your critical infrastructurefacility or site is b develop a risk do the right thing 6
management plan These best practiceslo not describe how to write | --Mark Twain

a risk management plan since there ia substantial amountof

material published aboutthis including from the Project Management Institute and FEMA (e.g.,
see the FEMA Local Mitigation Planning Policy Guidénstead, this sectionfocuses on those

risk managementaspects thatare more specific to critical infrastructure and resilient power.

Unlike many enterprises that can just view their resilient power requiremertslependently of
their overall sector, it is recommeded that critical infrastructure owners and operators strongly
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consider the cascading effects of thie specificfacility or sitebeinginoperableat the same time
that other similar infrastructureis also adversely impacted by an event. Thus, the first
subsection belowis the Overall Sector GoalsThis is then followed byhe Vulnerabilities,
External Factorsand StakeholderNeeds These will then drivethe development of theResilient
Power Requirementsand the needed resilience level

Overall Sector Goals

Tocreate a risk management plarand to document resilient power requirementshe first step
istounderstandt h e s eesilterwor gdads. Some of thekey resilient powergoals that should
be considered include:

1 Need for uninterrupted power

0 Is power needed continuously 24/77?

o Can power be lost for tens afilliseconds (ns), seconds, or minutes or hours?
1 Length oftime that power is required.

0 Must power be maintained for days, weeks, or even months?
1 The cost including the Value of Lost Load (VoLlif)power islost.

0 Shouldpreparationsjust coverknown moderate and higkprobability risks,or

should they includeknown low probability r§ks or evenblack swan event®

Definingthe facility or site resilient powetevel per Sectionl1.4 Definition of Resiliene Levels
can be very helpful with theisk managementprocess If the infrastructure provides services
listed as aNational Critical Functio#’ by CISAimplementingat least Level 1 Resiliene best
practices should be strongly considerediuring the risk planning process There may besome
exceptions where the function is considered tital and may be unexpectedly shut down for a
few days or even several days without significant harm. However, even those functionally
specific enterprises should implement some of theskest practices such as theCybersecurity
Best Practices

If the loss of a particular infrastructure will likely result in a significant or serious hatmlife or
economic wellbeing, then Level 2 or 3 Resiliencshay be more appropriatefor that
infrastructure. For instance, water is a lifeline functiofor reasons explained in the June 2016
NIACWater Sector Resilience Final Reppand Recommendationg® document. Therefore,the
risk planning process should strongly consider requirirgitical water plantsthat perform
lifeline functions for an urban area or mission support for critical national functions meet
Level 2 or everLevel 3 resiliene. However,not all water systentfacilities need to be at Level 2
or Level 3 sincein some casesminimal service levelscan still be maintained when a facility
designated as Level 1 fails. Water utility operators need to analyze theirteys holisticallyand
from a risk management perspectivevhen determining the neededevels of resiliency within
the system For more information regarding water and wastewater resiliency, visitrease
Power Resilience at Your Water Utility | US EFAZrinking Water and Wastewater Resilience |
US EP/or contact wsdoutreach@epa.gov

As part ofcreating the risk management plan common mode failureswhere there are
widespread failures in largescale networks or across a sector due to a common problem or risk,
need to beconsidered For example, if all cellular sites in an area only have three days of fuel
onsite, then the entire area could be offline for multiple days after the onsite fuel is depleted so
that the system would not meet its Level 2 or Level 3 goals. Howewvgiven the significant

13


https://www.cisa.gov/national-critical-functions-set
https://www.cisa.gov/publication/niac-water-sector-resilience-final-report
https://www.epa.gov/communitywaterresilience/increase-power-resilience-your-water-utility
https://www.epa.gov/communitywaterresilience/increase-power-resilience-your-water-utility
https://www.epa.gov/waterresilience
https://www.epa.gov/waterresilience
mailto:wsd-outreach@epa.gov

coverage overlap between cellular sites in many areas, perhaps just some of the sites need to
meet Level 2 fuel requirements. Alternatively, it may be feasible to power cycle through the
neighboring sites to extend fuel availabilitgnce it is known that the power outage may be
extended. There may be spots that no longer have coverage and the overall capacity will
decreasewith fewer cellular sites but this may be acceptable taneet the required availability
goals

Vulnerabilities, External Factorsand StakeholderNeeds

After the overall sector and enterprise goals am@efined in the risk Key stakeholders
management plan the site/ facility vulnerabilities, external factors, should be identified

and the stakeholderneeds should bediscussed A good starting for each requirements
point is to define the resiliene level that the site should meet. development process.
Theresilient power project managecan then use the resiliene

level definition together vith the followingto determinethe highlevel site power requirements.

1 Vulnerabilitiesd Many vulnerabilities are dependent upon the location. For instance, if
the site is located where flooding can occur such that the road leading to the site could
be flooded for several days, then several days of fuel may need to be stored onsie.
the other hand, cyberattacks are typically not directly dependent upon the location.

1 External Factorsd There are a number of external factors that may have direct or
cascadng effects that could impact the requirements. These includew long your
facility or site might be out of powe(consult with the utility company), how long fuel
might take to be delivered, whethethe employees or contractors will be able to
commute tothe site or work remotely, if h e  svater supplywill be lost based upon
the risk factors, etc.

1 Stakeholdes PowerNeedsd This is further discussed below.

Tocapturethest ak e hol der s @userneeslg, the fatlawing should ke documented
and prioritized (e.g., Tier 1 Missiofritical, Tier 2 Priorityor eachsystem/subsystem

1 Listthe systems, subsystems, equipment, and devices that need more resilient power
than what the utility company can offer.

9 Prioritize the power needs to include the most critical infrastructure components that
must be kept operational and thecomponentst hat coul d be ounpluggedd

0 Includethe minimum support systems required to keep the critical
infrastructure opemtional (e.g.,badgingor access controlystems,lights) and
those that might be used only during an emergency.

o Define the amount of time that each system or subsystem needs power. For
instance, two or three elevators may be needed for the first couplelajurs after
a power outage, but then perhaps just one elevator is needed.

1 Understand the performance required such as whether 24/7 operations areededor
if the system can be down for a few minutes, or even for several hours.

1 Consider longerm outagessuch as weeks or even months perhaps from a black swan
event and the benefit of having resilient power or even intermittent power throughout
the outage.

14



Prioritizethe needs and actions to reduce risk via an engineerinjjased Failure Modes and
Effects Andysis (FMEAYr similarrisk reduction method Sites that need to meet Resilience
Levels 24 usually need to be more resilienthan Level 1 sites bothfor a short period of time
and for alongerperiod without outside equipment or suppliesFurther, stes needing to meet
Level 24 are likely to need more spare parts on hand and redundant equipment than Level 1
sites, but this is dependent upon the specific requirements for the facility or site

After creating a risk management fan, the resilient powerrequirements should be defined. For
small organizationswith a moderately low risk (e.g., Level lthe requirements capturemay be
less formal than with larger organizations with multiple sites or ones operating or owning Level
2-4 infrastructure sites Those with more complex requirementsr needing more resiliencewill
probably want to follow a more rigorous requirements process, such as that defined by the
Project Management Institute or bySO/IECIEEE 291482018.2°

1 Estimate power usagdor loads requiring backup poweunder various situations:

o Determine the maximum load within the last year and the average load per day.
The peak demand kW noted on many utility bills is a simple method to identify
how seasonal power use changes. Note that if segmenting the loads,
determining the maximum and average loads will just be a starting point to
calculate the power usage per loatler.

o Ifthe loads requiring backup poweare subdivided into multiple categories,
such asTier 1 MssionCritical, Tier 2 Riority, and Tier 3 NorCritical as defined
in Section6.2, the energy manager or chief engineeshould estimate the power
usage pertier based upon the stakeholder requirements

o0 Record the total power usage of the resources under question, preferably by 15
minute or onehour increments.

0 Include situations from shortterm poweroutagesfrom ms or hoursto longterm
outageslasting daysor weeks, or even monthdor high resiliene level sites.

o Identify planned increases or changes in loads or loading patterns anticipated in
the near andmid-term.

0 Use power meters in multiacility sites to better understand the power demands
of each facility, particularly for the critical equipment and areas that must
continue to operate during a sustained event.

o Take real world factors into account, sucas the likelihood of employees not
showing up at work during prolonged outages as well as extra employees
arriving at the site during a blackout because other facilities shift work to your
site.

0 Analyze whether energy efficiency can be improved.

0 Use the dove to estimate the minimum generation power needed to back up
the critical resources and the fuel that will be required.

o Implementa tested operational plan (checklist)

non-critical loads by tier.

1 Baseline existing primay power and backup power system:
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0 Review the existing power system architecture and equipment installed.
o0 Identify backup power system(s) and any helpful redundancies

o Determine whichcomponents arepast or near their life expectancy and should
be replaced.

0 List the components that should be reused to save money.
o Calculate the reliability of the existing system and subsystems.

0 Where power system reliability is unknown, take steps, including testing of
backup systems, to determine any system mean time betweé&ilures (MTBF)
and vulnerabilities to threats of concern.

1 Survey power system environment:

0 Understand the existing regulatory environment as discussedder Appendix A
REGULATORY AND UTILPFDIWERGENERATIOENVIRONMENT

o Estimate how quickly and reliably spare equipment and additional supplies (e.g.,
fuel) might be delivered to the critical infrastructure site during events of
concern. For higher resilienglevel sites, this should include longerm outages.

o Differentiate between internal requirements and external requirements that will
be fulfilled by another company or agency

0 Conduct a threat and risk analysissing anFMEAor equivalent analysiof the
existing system.

o Either assume that there is just one simple, unreliable connection to the power
plant or determine the following:

A The connection reliability to the utility power plant or power plants
including whether there are dual connections using diffent paths to
both the grid and to the power plant.

A The electricity generation reliability including whether power is
dependent upon just one supplier.

A Whetherthe facilityis in an area where power is likely to be rested
quickly on a priority basis.

1 Use the information gathered irAppendix AREGULATORY AND UTILPFDIVER
GENERATIOENVIRONMENDr the following:

o Document the risks including the systemic risks that could impact multiple
primary or backup sources and distribution lines.

0 Understand the economic benefits from implemeitg a Demand Response
Program and the potential value in selling power back to a utility.

An example of the power system environmetiiat could impactrequirementsis that a remote
site might haveenvironmental conditionsthat make it difficult to ship fuel, supplies, or spare
equipment versusan urban area that has many roadswarehouses, and storesand fewer
transportation environmental impediments. On the other hand, urban areas can have their own
risks andtransportation might become difficulif civil order breaks down. Also, an urban site
might need extra security protection.
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After developing the requirements, a gap analysis and implementation plan should be
developed. Available budget and valuare a key part of theimplementation plan For instance
one solution mightimprove resiliency, reduce energy usageand lower the cost per megawait
hour (MWh) albeit at a high capital cost. Another solution might/olve partnering with a third
party to reduce capital costshut include higheroperating costs.

Some mportant design and installationconsiderations for safe and reliable operation of onsite
emergency and standby power are discussed below Trable3. For each specific technology
(e.g., diesel generators, solar), see the applicable section in this documenttfte specific
details, rationale and background behind thesdest practices.

To reduce costs and improve resiliency, implementation of these best practices and guidelines
should be performed holistically. For example, cybersecurity, physical security, EM security, and
fuel considerations could impact the selection and location of é¢hbackup power generation
solution sothey should be considered in unisorSystem redundancy or site overlap could also
meet many of the best practices. For instance, two redundant sites each with a single backup
generator could meet Level 2 Resiliemcand perhaps Level 3Resiliene (with adequate fuel,
cybersecurity, etd. since if one generator stops functioning, the redundant site could take over
operations

Table3. Resilient PoweBest PracticesSummary

Component or RecommendedDesignand ProcessBest Practices(each level should
Function i mpl ement t he bgstrpmcticesplussthe hdelitioral listex! best
practicesbasedupon your risk management plan

9 Document a risk management plan that includes the resilient powthreat
environment, the vulnerabilities, and the organizational risk tolerance
associated with the identified risks

1 Determine resiliency needed, document requirements, and conduct gap
analysis.

1 Join appropriate sector/geographically based information sharing
organizations such adnfraGard the National Council of Information
Sharing and Analysis Centsr(ISACsand preparedness networks like your

Process, local Community Emergency Response Tea@ER].

Governance and 1 Implementthe O&M Plan includingipdating the required documentation,

Maintenance and performing regular maintenancetesting, repair, and upgrade
activities.

1 Scheduleregularaudits to ensure that Planning, Organization, Equipment
Training, and Exercises (POETiRYhe O&M Plansupports the desired
resilience level.

1 Include preparedness of employees and vital externalisinessesin the
O&M Plan toensure COORiuring extreme events.

fEstablish processes to O0Ostress teEe€
reviews, operational tests, andtabkk op and oreal wor
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Component or
Function

RecommendedDesignand ProcessBest Practices(each level should
i mpl ement t he bestrpacticesplussthe hdelitioral li§iex] best
practicesbasedupon your risk management plan

Level 1 Generation
System

1 Either deploy a backuppowergeneration sourceor connect to two different
utility generation sourcesvia two independent transmission paths

fMai nt ai n g en e Diaseland Naural Ga#noparelGenerabr
Maintenance (excludesfuel maintenanced s ubsecti on i n
the generatormonthly under load as recommended undeTable16. Diesel
and Natural GagPropane Generator Maintenance Activities

Level 2 Generation
System

1 Deploy at least two independent generation sources equivalentso that
the site is not dependent upon &ommonsingle source of failure.

9 Consider deploying multiple networked smaller generation sources with
load shedding rather than deploying two large generators each of which
meets maximum load requirements. This can improvael efficiencyand
resiliencyas well asreduce costs.

1 Other possibilities to effectively meet the twimdependentgeneration
sources or equivalentinclude:

o Implementtwo independent connections to two different utility
generation sources in addition to having a single backup generation
source.

o Implement a Renewable Energy Hybrid System (REH@®)ich includes
both a renewable anda 24/7 generation source as well as a energy
storage system (ESS)

0 Use a single highly reliable power generation sourcthat approximates or
is moreresilient than two well maintaineddiesel generators with onsite
fuel (e.g.,a fuel cellthat has been tested to be very reliable

Level 3Generation
System

9 Maintain multiple 24/7 generation sourcescapable of being operated for
the timeframe requiredwith N+1 redundancy (having one more generator
than needed).

9 1t is recommended that tle power generation solutiorbe implemented in
an allhazards resilientisland-mode capable microgrid

1 There should bea means to bypass and isolate any component for repair
or replacement without deenergizing critical power to the mission

9 Consider usingmultiple types ofenergy sources, such as diesel and naturg
gas,which provides better resiliency than using a singliype ofenergy
source.

1 The above should be implemented even if there are two independent
connections to two different electric utility generation sources.

Level 4 Generation
System

1 Sites should receivewo independent utility/primary power sources and
establish two independent and geographically separated (within the site)
back-up power sources.

1 Install generators that can beoperated continuously

1 Mitigate potentialcommon mode failuresas much as feasible so that it is
difficult for the same natural hazard or manmade attack to damage both
systems.

9 Adispatchablenuclear microreactor(see Chapte® NUCLEAR SMALL
MODULAR REACTORS (SMRé)h an ESSand a generatorcould provide
excellentresilient power against longerm power outages.
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Component or

RecommendedDesignand ProcessBest Practices(each level should

Function i mpl ement t he bestrpacticesplussthe hdelitioral li§iex] best
practicesbasedupon your risk management plan
1 Sufficientfuel should beguaranteedf or 0 a | |typibabybyastodng 6
the fuel onsite for the followingminimum amount of timealthough this is
dependent upon the requirements
o Level 1:Circa tiree days
0 Level 2:Circa ®ven days
o Level 3:Circa30 days
0 Level 4:Generally more than 30 days
9 Work with the utility company teeduce the maximum power outage time
period and work with the fuel supply company to reduce the woxsdse fuel
delivery time period for the risks identified.
9 Coordinate with government officials who will prioritize resources
distribution.
Fuel 9 Natural gascan be used as a best practicen all the followingcases

0 As a primary generation source if combined with onsite propane or
natural gas storage

o For Level 1 and Level 2 Resilience,hen the natural gas deliverysystem
implementsthe protections/mitigations discussedin Table14. Diesel
and Natural GagPropane Best Practices

o For Level 1 Resilienceimplemented as part of a REHS

0 As one of thegeneration source in an N+1 deployment

1 Renewablesand better energy efficiencycan significantly reduce fuel
consumptian and improve resiliency.

1 Diesel fuel mustbe adequately maintained including beingrotated, to
prevent the fuel from damaginghe generatoras discussed inSection5.3
DieselFuel Maintenance

Load Segmentation
and Microgrids

1 Properly size the generatorjgo the load as discussed undeResilient
Power Requirementsn Section2.2.

1 Level 3 (and Level 2 considerationSegmentthe most critical loadsso that
theyreceive prioritized powens discussed under Sectior2.2 and in
Chapter6 POWERTRANSFERBYSTEN AND MICROGRBD

1 Level 3: Newinstallations should network smaller generatorstogetherto
meet the maximum loaddemand so that there is N+1 redundancy:

0 Saves fueland improves generator reliabilitgluring a power outage when
significantly less than the maximum load is required.

o Increases the chances of receiving properly sized generators during an
emergency.

o Forexample, if 950 kW peak power is needed but offeak power is only
200 kW, it is usuallymore resilient and less expensivéo deploy three
500 kW generators in an athazards resilient microgrid than two 1 MW
generators.

o Shortterm power usage spikes where peak power is needed can be
handled by theuninterruptible power supply yPS network or an energy
storage system ESS.
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Component or
Function

RecommendedDesignand ProcessBest Practices(each level should
i mpl ement t he bestrpacticesplussthe hdelitioral li§iex] best
practicesbasedupon your risk management plan

Automatic Transfer
Switch(ATS)yand
Control System

1 Use ahardenedautomatic transfer switch ATS as discussed in Section
6.1 Power TransfeiSystemto disconnect from the utility grid quickly and
automatically.

1 Implement a manual method to bypass th&TS anccontrol electronicsand
ensurethat this process ad the power shutdown and statip procedures
are well documented (ideally with photos) and rehearsed

1 Ensurethe backup power system is fully disconnected frortie grid before
energizing

1 Level 3:Use protected, redundanATSs anccontrol systemsto switch
generators onlineand to control generatoss running in parallel

Energy Storage and
Uninterrupted Power

1 Implementa high-quality UPSsystemto supportsensitivecritical systems
that need continuous powemntil emergency or standby power comes
online (see Section7.3 UPSGuidance.

1 Assess whether a less expelge ESSsuch as a battery ESS (BESS) can bg
used instead of a UPS. A BESBhich isoften integrated with renewable
systems,is typically significantly less expensive than a UPS and can supp
continuous power to systems that cawithstand tens or hundreds of ms
without power

RenewablePower

1 Resilience should be included in any renewablenergy costbenefit
analyss.

1 Renewablepowershould be combined with a ESSand a generator to
create arenewableenergy hybrid system (REHS) within a microgrid.

1 A REH&an substantiallyextend the fuel supply save electricity costs (on
an annual basis), and improve resiliency

I Solaris the most common renewablg@ower generation sourcdor
enterprise systems butalso consider othernew technologiesthat have
made fuel cells, wind, and others more competitive

Telecommunications

9 Ensure mission criticatelecommunications are prioritized for emergency
power and integrated ito the Operations and Maintenanc€O&M)Plan.

1 Deploy telecommunications diversity (e.g., cellular, satelliandline, high
frequency [HF] radioyith at least twoindependentservices deployedfor
Level 1 Resiliene increasing to at least foutindependentservices used for
Level 4 together with increased hardening and encryption.

9 Test thebackup communications services per the Maintenance Plan.

1 Follow the PACE model (Primary, AltereaiContingency, and Emergency) i
immediate communications are needed.

Cybersecurity

1 Follow industry cybersecurity standards, e.(NERC CHP09-6, NIST
Cybersecurity Framework.

1 Include a supply chain securityand a zerotrust securitymodel in the
cybersecurity plan.

1 The cybersecurity plan should include the network and user device
requirementsand the highest levels of management adiscussed in
Section3.1 Cybersecurity
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Component or RecommendedDesignand ProcessBest Practices(each level should
Function i mpl ement t he bestrpacticesplussthe hdelitioral li§iex] best
practicesbasedupon your risk management plan

9 Thephysical security plarshould includespecific threats, existing security,
and site vulnerabilities.

1 Employ ared teamthat attempts to find issues withthe physical security
planfromanat t a c k e r 6 sby waking vate local iaw enforcement
and security contractorgexperts.

Physical Security

fThe siteds physical security plan
Physical Securitys ect i on whi | e ¢ onsiedesel dswea
as its existing security plan and processes.

1 The recommended protections against EMecurityare generally more cost
effective if designed into an installation or major upgrade.

1 Specificoptions include installation processchanges EMPrated surge
protection devices (SPDskhielded cables, as well othechanges(e.qg.,
room or facility shielding) (see Chapted ELECTROMAGNETIC (EM)

Bectromagnetic SECURIT)Y

(BM) Security 1 Sites shouldconsiderthe potential for extensivegeogrgphical impact from

HEMP or GM[2ventsand the impact upon the grid, generators, controls,

and electronicsin preparing for these potential threats

9 EM Security should be addressed by a combination of those responsible
HEMP/GMDand information technolog (IT) plus facility
engineering/management and maintenance personnel

All critical infrastructure organizations should implemeran O&M resilientpowerplan or
equivalent. Often, much of what should be in a poweelated O&Mplan is effectively
implemented through the maintenance activities that must be copleted by a thirdparty vendor
as part of their contract but this is not sufficient by itself. Th&®©&Mactivities, resairces,
procedures, responsibilities, and time requiredhould be understoodto help ensure that the
resilient power system will function properfior a minimum of the prescribed period of power
resiliencyduring grid powerutages.

In addition to the aboe, some specific parts of th@d&M plan should include the following:

1 HighlLevelBest Practicesd The best practicesdiscussed underTable3. Should be part
of the O&MPlan. These best practicesshould extend tocontracts with third parties
responsible formaintaining the equipment or supplies.

9 Technology SpecifiBest Practicesd Thebest practices discussed under each
applicable technologysection laterin this document should be covered. For example,
generator maintenance activities mighinvolve periodic running of the generator
including load testing.This should include mnufacturer maintenance
recommendations unless there is a known issue with thecommendations.These may
need to be added later if it is unknown which equipment will be procured at this time.

1 Parts, Tools, and Supplied Important power systemspare parts,maintenanceparts,
tools and suppliesshould be kept on handpartially due tosupplychain risks.
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0 Include the typesand quantitiesof parts and equipment needed to troubleshoot
and fixcommon issues, such as the problems associated with old/dirty spark
plugs and filters, dirty carburetors, old fuel, surge protection devices (SPDs), etc.

0 Level 3 and Level 4 Resilience facilities should contain parts for less common
but still very significantproblemssuch asprogrammable logic controllers,
master controllers etc.

o Alistof hardness critical items (HCIs) should be maintainegtat includesparts,
repair materials, and supplieghat must be readily accessible and locally
stocked. Iffeasible, H C | & bavesdistmative dharkings, tags, or labels to
alert operators and maitenance personnel to the importance afhe item to site
operation in adverse environments.

0 The expected fuel usage during a power outage should be documented along
with the onsite storage capacity and potential fuel suppliefsee Section5.4
Dieseland Natural GagPropane FuelDeliveries.

o Nonfuel supplies should also be given the appropriate attention per the
resilience level desired. For instance, if the generator is water cooled, then water
should be guaranteed for the period requir
local water utility will deliver the water.

o0 Routinely check the inventoryof important filters (oil, fuel, and air) and
important lubricantsand maintain enoughinventoryper Table16. Diesel and
Natural GagPropane Generator Maintenance Activitieso handle a power
outageper your siteds .defined resiliency | eve

o0 Consult with perienced engineers and equipment operators within and outside
the organization to create thaénventory list since those itemsnay not be
available in the wake of a disaster.

Load Prioritizationd Create aprioritizationlist or tiers of the loadsin the event of
shortages

o Prioritize power such that only the most critical equipment can continue to
receive power if it appears that fuel may run out.

o Electricity conservation should be built into the plan, such as increasing the
temperature at which the air conditioning is turned on.

0 Periodically test the load prioritization processes.

Employee and External Business Preparedneddnclude preparedness of employees
and vital external businesses

o Individual readinessshould includefamily readiness if applicable SeeHow to
Build a Kit for Emergencies | FEMA.gé¥and Plan Ahead for Disasters |
Ready.govfor minimum recommended equipment and supplieghat critical
personnelshould keep on handso that theywill be more likely tadrive to work
without needing tostay home to ensured hei r dafatyni | y d s

o Consider howemployeeswill drive to work (possibly due to familgbligations)
under all hazards. At some Level 4 or Level 3 sitegjtical employees and
families may need tobe accommodated onsite or nearby.

0 The organization and the specific person responsible for each activity should be
defined together with a desigated trained backup.
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0 Additional planning is recommended fdnigher resiliene level sites for
systemic, unexpectedand even oOnever happenedod events
shutdown, agroup meal making everyone on the team sick, a pandemic, staff
including contractorsnot showing up to work, random accidents, etc.

o For Level 24 Resiliency infrastructure, criticapoweroperations shouldnot
depend upon any one oeven any two people

1 Training andExercisesd To ensure proper implementation of the O&Jdan, training
and exercisesshould beperformed

o Conduct nitial new employee and annual refresher individual training on
employee emergency response actions, facility emergency operations, and
individual roles and responsibilities. Alternatively, thiould be covered in a
corporate training plan.

o0 Conduct £mi-annual (Level 3 and 4 Resiliency) or annual department, facility,
or complex exercises that test individual training readiness, response, and
emergency procedure effectiveness hese tests and exerises should validate
the level of emergency electricity use and requirements since actual energy use
may be much different than planned.

o Consider integrating facility emergenciield and tabletopexercises with external
agencies such as local utilities,  enforcement, emergency response teams,
local or state emergency planners, federal partners, National Guard, or local
Department of Defense installations. Most of these agencieeveloptraining
and exercise plans three or more years in the future arsgtek additional entities
and events to test their own response capabilities.

o Establish an exercise planning tearto assist in setting training goals,
collaborative exercise development with external elements, and turning
feedback from training programs and excises into plans and procedural
changes that improve the O&M Resilient Power Plan.

o0 Include gybersecurity physical security, and EM security in exercises

0 People can often be trained locally through eithehe manufacturer,a college,
or the insurance canpany.

o Note: FEMA defines an exercise &an instrument to train for, assess, practice,
and improve performance in prevention, protection, response, and recovery
capabilities in a riskfree environmento

o0 Do not overl ook human f eeedsiotramninpnd empl oyee
exercises. Use exercises to identify these needs before the real disaster strikes.

9 ElectricUtility Communicationsd Outline thecommunications process with the electric
utility company including being on their outagaotification list if they maintain one. This
will help operators better implement response procedures in the event of a predicted or
actual grid failure or outage. For instance, with an expected extended grid failure, the
operator may want to shutdown lessritical operations to save fuelAlso consider that
your utility mayprioritize your infrastructure for power restoration based on the
relationships established ahead of the disastesnd the importance that your
organization has shown to COOP

1 Auditsd Ensure theO&M Plan is being followed properly by implementing quality
standards such as ISO 9000. This should includeetineating the regularaudits needed
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to ensure that theO & M P IPlarmifgs Organization, Equipment, Training, and
Exercises (POETEupports the desired resilience level.

The O&M Plan mighteference another documenin some casessuch as the contract wh a
vendor, instead of directly listing the required activities. This is particularly true for a Level 1
Resilien@ organization,which may have a less formal O&M Plan than specified above but
should still have one.

The O&M Plan should also cover any requirements from federal, state, and local laws,
regulations, and ordinances on the planning, organization, equipment, training, agkercises
(POETE) elements. Occupational Safety and Health Administration Publication 3122 provides
guidance on emergency response requirements and 29 CFR 1910.38 provides guidance on
Emergency Action Plans. National Incident Management System (NIMS),dvati Preparedness
Guidelines, and the National Planning Frameworks provide guidance on prevention, protection,
mitigation, response, and recovery capabilities as well as the capability development process.

During power outages, telecomunications from some providers may baccidentally or
intentionally disrupted during or shortly after the event causing the outagas the
telecommunications sector and electric distribution industry become more interdependent due
to shared use of infrastregture such as utility poles, telecommunications services may faaa
increased prevalenceof servicelossescontemporaneously with power outagegherefore, it is
recommended that telecommunications providers follow industaccepted best practices,
including both those suggestedby the F C C@simunications Security, Reliability, and
Interoperability Council (CSRI€) and the resilient power best practices in this document

Further, during prolonged power outages, tecommunicationssystems that didnot store
sufficient fuel on sitemay not continue tooperate becauseof fuel deliverydisruptions. Given
these potential problems the O&M Plan shouldddresstelecommunicationssustainment
where applicableincludingin the Training and Exercisesectionand in the Parts, Tools and
Supplies O&M section. Thishould include periodic exercises to communicate with partners
employees, and contractorsvhen the primary method of telecommunications has failear has
been compromised

In addition totelecommunications being integratedhroughout the O&M Plan the document

should also havean annex that specifically addresses telecommunications and the actions that

need to be taken to sustain communications throughout the objective design period &I

hazardemergency power operations. This annex should be consistentwituror gani zati onds
risk management plan andhe supported operations and address the following:

1 The primary telecommunications equipment used daily

1 Backup or only occasionally usetelecommunications equipmentnd how often these
need to be tested

1 Thedesign period of operationwhich shouldmeet or exceedthe minimum continuity
period for the emergency power operations supported

Non<cellular mobile communications coverage map

Reationships with vendors and outside service providers.
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Given the criticality of communications for resilient power and for other purposes, it is
recommended thatorganizationsdeploy multipletelecommunicationscapabilities as described
belowand refererced in Table4. Generally, a power resiliency implementation that follows
these best practices should not require guaranteed immediate communications between two
specific parties, but when this is requireger your risk management planthe PACE model
should be deployed. PAC&ands for Primary, Alternate, Contingency, and Emergenayh each
of the four methods of communications being separate and independent from the othtaree
methods.

1 Level 16 Twoindependentservices withland mobile radio (MR having standalone
capabilities if deployed Cellularand wirelineshould include priority servicesf permitted
by the service provider.

1 Level 206 Level 1 plus one additionalndependentservice (hree servicestotal) with at
least one voice service beig encryption capable

1 Level 36 Level 2with at least oneservicebeingan all-hazardsresilient service. Theall-
hazards service should be hardenednd follow the recommendations inthis document
and implement the network resiliency recommendations undéCommunications and

Cyber Resiliency |CIS&@ i ncl uding those in the document

Resilient Local Access Networ&The capabilities shouldalso include handling sensitive

but unclassified (SBU) data and voice (e.g., Law Enforcement Sensitive) and preferably
classified data The overall communications systems should have no known single point
of failure.

1 Level 46 Level 3 plus one additionaindependentservice (fourservices total)with at
least one service beingn all-hazardswirelessbackup service or a all-hazardsprivate
wide area network(generallyusing fiberin at leastthe core part of the network) The
capabilities should includehandling protected criticd infrastructure information (PClIpr
equivalent, such asclassified data and classified voiceHardened stellite
communicationsor hardened high frequency (HF) rad&hould be available fobackup
communicationsincluding for useduring/after EMPevents.

The above telecommunications sites shoulalso meet the hardening requirements specified in
the ANSI APCO Public Safety Grade Site Hardening Requireni@r{thine 2019) where feasible
For critical infrastructurestakeholdersthat self-provision ; ;

backup telecommunications services, it is recommended that | Se€rvice providers often

they follow the relevant CSRIC best practices, including those, Share facilities so

best practices that involve securitpy-design, to ensure hardening one site can help

secure, reliable, and resilient communications in the absence| Many end users with a

of commercial powees single investment.

Thecommon mode failure between telecommunicationgrovidersshould be as minimal as
possibleand is the reason for the services to baendependentand geographically separated
from each other (e.g., diverse facilitiesthat use different fiber cables andare not close to each
other). Thisoften requires using multipleservice providersAfacility couldalso partner with a
neighboringfacility that uses an independent and geographically separated communications
serviceparticularly wherethere isa reliable, hardened connection between the two facilities.
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https://www.cisa.gov/publication/communications-resiliency
https://www.cisa.gov/publication/communications-resiliency
https://www.apcointl.org/standards/standards-to-download/

Table4. Potential Telecommunicationsapabilities

Category

TelecommunicationsCapabilities

Wireline
Primary

1 Internet/Data 6 An Internetbased connection can enable both data and Voice
over Internet Protocol (VolP) communications.

1 Analog Telecom Servicé Plain Old Telephone Service (POTiS}he traditional
phone communications and can offer a third communications path if tHaternet
and cellular connections have failed.

1 Privated A private network is typically used to either improve security or reduce
costs. It generally consists of fiber but may be built or augmented using copper
wireless (e.g., microwave). It might be noected to the Internet through a
gateway.

Wireless
Primary

1 Cellulard This wide area network reaches most homes and businesses but may
be dependent upon some of the same data connections as uséat Internet
access.

1 Land Mobile Radiol(MR) & Thisprimarily voice and low speed datéocal,
metropolitan, or statewide networks used in many public safety related
industries such as police, fire, emergency medical services, but also often with
utility companies.

Wireless
Backup

1 Satellite 8 These communications have beensed mostly for limited voice usage
in remote and maritime areas but is expected to be increasingly used for voice
and data (typically needine-of-sight to the sky. For a hardened solution,
Geosynchronoustarth Qbit (GEORnd Medium Earth Orbit (MEGatellite
services aretypicallypreferred sinceLow Earth Orbit (LEO)satellite
communication systems aramore risk prone tohigh-altitude nuclear explosiors
(see Catalog of Earth Satellite Orbits (nasa.gc¥).

1 HF Radio & Due to itsoperatingband of 3 MHzd 30 MHz, which is much lower
than the frequencies used by modern wireless technologies such as cellular
(starts at 698 MHz),HF can be used fofong distancecommunications without
relying upon other wired owireless infrastructurealthough most types ofHF can
be disrupted for hours due to aHEMPor GMDevent.

If deploying HF, it is recommended that the organizatigmin the SHAred RESources (SHARES)
Program, administered by DHSISAMore than 2,400 HF radio stations, representingover 400

Federal, State, County,and Industry organizations located in all 50 states, the District of

Columbia, and several locations overseas, are resource contributors to the SHARES HF Radio
Program. SHARES promotes interopeify between HF radio systems and provides awareness
of applicable regulatory, procedural, and technical issues. Further information on SHARES may

be obtained athttps://www.dhs.gov/shares or by contacting the SHKRES Program Officat
SHARES Customer Service RequeSbordinating withamateur radio emergency

communicationsusers( al so known as OHAMO r adanalsob® er at or s

useful. Note: SolarPhotovoltaic(P\) inverters orLight Emitting Diode I(ED lighting power
supplies could emit significant broadband radio noise in the HFdia spectrum. Without

occasional testing of the HF backup communications, this interference problem might not be

noticed until the HF radio system is needed.

If using a wireless phone or a landline phone, CI®fovides priority telecommunications
services(see Priority Telecommunications Services | CI$# support national security and
emergency preparedness communications for government officials, emergencypenders
critical infrastructure personnel, and industry members. The Government Emergency

Telecommunications Service (GETS), Wireless Priority Service (WPS), and Telecommunications

Service Priority (TSP) progranhlp ensure key Federal, Statel,ocal, Territorial,and Tribal
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https://www.cisa.gov/pts

governments, and first responder and industry organizations have communications capabilities
available to support emergency response incident¥heFirst Responder Network Authority
(FirstNet)cellular servicecan provide public safety agencieswith priority servicesand more
secure communicationgsee https://www.firstnet.com/signup/eligibility for eligibility).

GETSorovides priority access on the landline networks:
1 Increases call completion dung telephone network congestion.
1 Does notrequire special phone equipment.
1 No charge for test calls nenrollment.
1 Priority access, includingalls to most cellular devices.

WPSprovides priority access on the wireless networks:

1 Increases call completion on cellulaphones during network congestion.

1 Is an add-on feature to your cellulaphone.

1 Can be used in conjunction witlGETS to provide priority access over both wireldss
wireless calls and wirelesgo-wireline calls.

TSPprovides priority installation and repair of critical communications circuits:

1 FCC mandated program prioritizerestoration and installation of circuits.
1 Vendors restore or install TSP circuits prior servicing other noRTSP circuits.
1 Covers voice and data circuits that support eengency operations.
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3. CYBERSECURITY AND PHYSICAL SECURITY

Target Audience:
i ExecutivesBrowse
1 PowerManagement/Engineering, Continuity & Planningead all
1 CybersecurityReadall
9 Physical SecurityReadall
1 Procurement:Read Supply Chain Security

It is critical to implement cybersecurity and physical security mitigations for all resilient power
solutions, whether itds uendwabte erergybybriddystem di e s el gen
(REHS) or something elseTypically, the same security mitigations applied to other IT and

industrial control systems (IC&s) should also apply to the power systert all times, critical

infrastructure is at risk, but when the grid is dowar immediatelyprior to the grid maliciously

being taken down the risk ofthe backup power systenbeingtargetedincreasesfor several

reasons:

1 Anattack that successfully takes down the backup power after grid power is lost will
likely causethe critical equipment to $op functioning (after the local UPS storage is
exhausted).

1 Ransomware demands with threats to shutdown backup powas well asterrorist and
destructive hackerattacks may bemore likelysince the grid is not functioning properly;
and the damage inflictedwill likelyincrease

91 Physical theft is much more likelgduring a power outageFor example during Hurricane
Maria, the VP of the Puerto Rico Telecommunications Alliarstated, 0 ke fuel trucks
are being hijacked and scant fuelve have is being stolen from the emergency power
plants.G®

Therefore,integrating cybesecurityand physical security defensegs an important step toward
maintaining resilience for both critical infrastructure and its source(s) of pow@ithough the
timeframe best practices are not directly applicable to this chaptefor instance Cl1 SAS8 s
Cybersecurity and Physical Security Convergence Guiigtates 0 he adoption and integration

of Internet of Things (IoT) and Industrial Internet of Thingk{l) devices have led to an
increasingly interconnected mesh of cybgrhysical systems (CPS), which expands the attack
surface and blurs the once clear functions of c@ssecurity and physical securitg.Further,

Cl SAG6s Co nidesstatgse® vensecuBity leaders operate in these siloes, they lack a
holistic view of security threats targeting their enterprisé.

Cybersecurity 6The process of

Below is a cybersecuritfProblem Background protectinginformation by
descriptionfrom a resilient power perspective followed | preventing, detecting, and
by the Cybersecurity Best PracticesSupply Chain responding to attacks 6

Security, and then Resources Including Assessment 0 NIST Cybersecurity Framework
Tools

28


https://www.cisa.gov/publication/cybersecurity-and-physical-security-convergence

Problem Background

Accordingt o t he Wal | Street Jour nal i n Augigsot 2018,

serious that in June a group of presidential advisers said the country needs to prepare for a
6catastrophic power out age 0% Thevesase nlmergus eéxamplese d
of cyberattacks including a DHS report in July 2018 stating that hackers working for the Russian
government were inside control rooms of U.S. electric utilities where they could have triggered
blackouts. A pipeline provider washut down for two days by aansomware attack that halted
operations while staff shut down, then resred systems38 There have beemalmost 12 million
control system cyber incidents with morthan 1,500 deaths and more than ®0 Billion in direct
damageglobally(per Joe Weiss, wheerved as the Task Force Lead for review of information
security impacts on IEEE standarjl§®

After a sophisticated attack on the U.S. electric griddditional cybenttacks could be extended
into microgrids or even eterprise power systems supporting critical infrastructure. Further, an
attack could occur by disrupting the grid to an important site while a cyberattack keeps the
backup power from operating. Once a cyberattack is successful and the adversary is insi@e th
power control system, it may also be possible that attack can be extended to partner networks.
Therefore, it is important to ensure that all critical infrastructure sites implement strong
cybersecurity measures, particularly atites requiringhigh resiience levels.

The types of potential attacks are discussed in many documents, including DEIS Study on

Mobile Device Securityo andtheEmer gency Communi c at interactve Di vi s i

graphic shown in theCISA Public Safety Communications and Cyber Resiliency Taélkit
including the DHSECDOEC NG911 Cybersecurity Primé& However, most of the leadingypes
of attacks that critical infrastructurestakeholdersneed to be concerned with are discussed
below inTable5. Leading Types of Cybeecurity Attacks
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https://www.dhs.gov/sites/default/files/publications/DHS%20Study%20on%20Mobile%20Device%20Security%20-%20April%202017-FINAL.pdf
https://www.dhs.gov/sites/default/files/publications/DHS%20Study%20on%20Mobile%20Device%20Security%20-%20April%202017-FINAL.pdf
https://www.cisa.gov/publication/communications-resiliency
https://www.911.gov/pdf/OEC_NG911_Cybersecurity_Primer_May_2018.pdf

Table5. Leading Types of Cylssecurity Attacks

User Devices

Network Infrastructure and Connections

1 Data breaches Data on device is
accessed, manipulated, or stolen.

1 Malware Malicious software is
downloaded (e.g., viruses, worms, Trojan
horses, spyware).

1 Ransomware Malware that blocks the
usage of a computer system or the data
residing in it for the purpose of extorting a
ransom.

1 Phishing Generic social engineering is
employed (e.g., emails) to solicit personal
engineering.

1 Spearphishing Phishing targeted at a
specific individual.

1 Insider Threats Employees or other
authorized personnel steal, corrupt, or
destroy data, or operate equipment in an
unauthorized manner.

1 Spoofing Unauthorized device
masquerades as an authorized device.

9 Deniatof-Service (DoS) Attackers overload network
resources with requests for access, straining the
net workds operability

1 Distributed Denialof-Service (RIoS} A distributed
DoS where the attack comes from many devices
distributed over the network.

1 Man-inthe-middle: Wirless link between the user
device and the tower is compromised allowing
attackers to steal data or monitor conversations.

1 Signaling System 7 (SS7)Diameter: Aglobal
standard signaling protocol network used by all majo
phone carriersthat can be misusel to intercept
phone traffic.

9 Jamming A third party uses aadio frequency RP
transmitter to interfere with existing wireless signals
preventing RF receivers from properly decoding the
communications. Thids also a form of
Electromagnetic Interference EM).

1 RF Weapon (RFWWYse of a highpower transmitter
that directs IEMI to damage or disable electronic
equipment or systems (all electronics are vulnerable
to powerful RF Weapon$8 see Electromagnetic

an

Interference EMY)).

Some of t he

speci fic

cybersecurity threat

system controller, battery management, solar power management, and remote powering of
generators.However, a cyberattack against the user device or the network could also impact
the power system. Infiltrating the network typically will cause the most damage, but a successful
attack on a user device may enable access to the network or at least accesatsubstantial
amount of data in the network. Although the network attacks are technical, most of the user
device attacks are based upon weak user security. Sometimes, this is due to unscrupulous
employees as occurs with an insider threats attack, but geradly it is due to carelessness or

lack of training.

Cybersecurity Best Practices

To mitigate risks against cyberattacks including the ones discussed under fblem
Backgroundabove, it is recommended that the power system be part of the critical

infrastructureods

o Vv er a lCbcybergeowity shauld berparttofthep | a n .

power system planning and requirements documents since for exalepSupply Chain Security
requirements could influence the power system procurement or O&M Plan.

To improve cybersecurity risk management icritical infrastructure regardless of size,
cybersecurity risk, ocybersecurity sophisticationit is recommended that organizations follow
the National Institute of Standards and TechnologydNIS D )&=ramework for Improving Ciritical
Infrastructure Cybersecurit§® (NISTCybersecurityFramework. It applies the principles andest
practices of risk management to improve security and resitice. It focuses orboth using

business drivers to guide cybersecurity activities and considering cybersecurity risks as part of
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https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity-version-11
https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity-version-11

the organizati on®ds r iThekiveMSTCabgreeaudty Rrampwork Coges s e S .
Functions are defined irTable24 in Appendix B

It is recommended that all critical infrastructure organizations at leaftllow the NIST

Cybersecurity Framewor&Tier 3: Repeatablé process, which includes having an approved risk

management policywith regular updates of the oganizational cybersecurity practicesThe most
resilient facilities andTiesd Adapsvéandthelappichkbeeo want t o
requirements from the NERC CIP security standards ©O0R, CIR003, and CIP007. The IEC

62443 Standards are also a hoteworthy set of standards thatan be followed and are

compatible with theNIST Cybersecurity Framewarkhe higher the resiliene level, the better

the cybersecurity controls should be to protect againstetcyberattacks listed inTable5.

Leading Types of Cybeecurity Attacksand against cyberattacks that are not listed.

In addition to implementing the above best practices, it ircommendedthat the cybersecurity
mitigations shown inTable6 be implemented based upon a cybersecurity risknd vulnerability
analysis.If the backup powerlCS networkis separated from any outsideconnectons (also
known as 0 awvhichisprefqeredéraiméa)cybersecurity perspectivesome of the below
mitigations are notneeded However, msider threats remain an issue and malicious software
can still be introduced into the network whenever an external device is connected to the
standalone network (e.g., universal serial bus (USB) drive, new software, maintenance
computer).

Table6. Recommended Cybersecurity Mitigationgpplicable to all resiliency levels)

Mitigations Specifics and Rationale

9 Zero trust assumes there is no implicit trust granted to assets or user
accounts based solely on their physical or network locatian based on
asset ownership (enterprise or personally owned)

1 This is increasingly impdant with a mobile workforce, an increased use o

Implement Zero wireless (e.g., 5G cellular), Internet of Things (loT), and the high number

Trust Security Model| compromised passwords.

9 Consider further reducingr prevening lateral movement and privilege
escalation during a compromise.

1 PerBrandon Wales[ExecutiveDirector] of CIAstatedin 2021,60 z er o
trust architectures are going to be critical for helping [agencie&} .
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Mitigations

Specifics and Rationale

Minimize Account
Privileges(part of

1 Reduceor eliminate account privileges when an employee leaves the
organization, or an assetport, or serviceis no longer needed

1 Reduce both insider threats and the risk from hackers gaining access to
insider accounts.

1 Remove network access permissions aon-compliant assets that do not
meet the organizationds security

1 Minimize and secure all network connections to the IG8ven calibration
tools are vulnerable to cyberattacks if they can connect to a network)

1 Implement geofencing at least for the ICBetwork, typically including not
allowingassetsthat are outside the country orat least within a non-

Zero Trust Security) | friendly countryto have access to the network

1 Do not allow remote persistent vendor or employee connection to tHeS
network.

9 Require twoepersonauthorization for the most critical networkor security
activity includingdownloading highly sensitiver proprietarydata, actions
that could take down a critical networkand deleting cybersecurity event
logs.

fThe power system6s c ytblgredieedwhenin y
island mode.

. 9 Automatically identify assets at risk to cybersecurity attackscluding
Identify Assets ; : )

compromised supply chains (backdoors, counterfeits etc.)

ProvideManual 1 Install a manual override located within th@hysical security perimeter to
Override startup the backup power systems.
Monitor Network 1 Monitor the network trafficcrossing the boundary of critical networks,
Traffic including ICS networks
Log Cybersecurity 9 Log events in a centralized system withutomatic monitoring and alerting
Events

1 Ensure log file integritysuch as by using blockchain.

Implement Strong
Identity and Access
Management

9 Ensuregood password security controls, including enforcing strong
passwords and blocking the use of leaked passwords available on the
dark web.

9 Implement multi-factor authenticationas a part of endpoint management

Train Employees
and Conduct

1 Providetraining to all employees (e.g., do not click on unknown,
suspicious links) at least annually

1 Conduct exercises and perform tests (fake phishing emails, etc.) to ensu
that the training is adequate.

Exercises
9 The training and exercisesshould coverpreventing cyberattacks and
respondng properly.
Deploy Bd-to-End 1 Use end-to-end encryptionfor all communications paths particularly for
Encryption sensitive data.

Patchand Upgrade
Software

1 Followrecommendations fromvendorsto patch and upgradesoftware.

1 Do not use endofife or unsupported software
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Mitigations Specifics and Rationale

1 Use Al to detect, predict, and mitigate advanced attacks and zatay
exploits by identifying anomalous/suspect traffic, questionable sensor
DeployArtificial data, andconnections(this goes beyond just checking for signatustgased

Intelligence (Al) malware)
1 Consider dsallowing or closing a connectioif there is an exploit detected
such asa suspicious device/user ora faulty sensor.

1 Periodicallybackup and store data in a separate locatiomvith offline
BackupData backups beyond the reach of malicious actors

1 This aeates insurance against data loss.

1 FollowChapter4 ELECTROMAGNETIC (EBBCURITY0 reduce threats
from RF Weapons as well as from lightning, HEMP, and GMD.

Protect AgainsEM i
9 Do not use wireless sensors unless well protecteftom EM and
cyberattacks
9 Implement and exercise a Cybersecurity Incident Response Péard a
Createlncident Continuity Plarnthat includesthe Csuite and the physical security team
Responseand fReport any cyber i nci d@SAvithin 22 boeme
Continuity Plans or within 24 hours of making a cyber ransom paymeifiper the Fscal Year

2022 appropriations bill).

9 Converge the cybersecurity and physical security functiotwscreate
unified security policies.

1 The unified policies shald include many of the above mitigations such as
identifying assets training personne] conducting exercises, creating an
incident response planand developing response and continuity plans

1 Identify the interactions between the physical and cybassets including
the interdependencies to adequately plan for, protect against, and
respond to threats/incidents.

Develop Unified
Security Policies

fThefacilitd s | CS policies should be ap

1 Internal assessments should occur annuallgt least starting with Level 2
Conduct Resiliency (Level2et e n d s Losteffedtive practices).

Assessments 1l For Level 3 Resiliency, an external Red Team risk and vulnerability
assessment should occasionally occur (at least every32years for Level
4) in place of an internal asessment.

The aboveguidance isbased upon:
NIST Special PublicatioSPB00-207 Zero Trust Architecture | NIS#
Zero Trust Maturity Model | CIS&

C | S Ret@nmended Cybersecurity Practices for Industrial Control Systems

1
1
1
1 CI S Ret@nmended Practice: Improving Industrial Control System Cybengdty with
Defensein-Depth Strategied

9 Developing CybeResilient SystemsA Systems Security Engineering Approach (NIST
Special Publication 806160, Volume 2¥°

Framework for Improving Critical Infrastructure Cybersecur{fgreviously mentioned)

RPWG inputsind widely recognized cybersecurity bestractices.
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https://www.nist.gov/publications/zero-trust-architecture#:~:text=Zero%20trust%20%28ZT%29%20is%20the%20term%20for%20an,to%20plan%20industrial%20and%20enterprise%20infrastructure%20and%20workflows.
https://www.cisa.gov/publication/zero-trust-maturity-model
https://csrc.nist.gov/publications/detail/sp/800-160/vol-2-rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-160/vol-2-rev-1/final
https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity-version-11

It is recommended thafcritical infrastructure organizations bcome a member and participate
in the appropriate sectorand geographicallypased Information Sharing and Analysis
Organization Also caisider networking with local National Guard cybersecurity personnel and
utilizing the CISAProtective Security Advisor (PSA) Prograwhichcan helpconduct voluntary,
non+egulatory security surveys and assessments on critical infrastructure assets andilities
within their respective regions (se@rotective Security Advisor Program (cisa.gpvgecurity

plans should also incorporate potential threats due to quantum computing such as migrating to

post-quantum cryptographic algorithms, which should be approved by NIST by the end of
2022.50

Supply Chain Security

It is highly recommended that organizationsnplementthe above cybersecurity
recommendationsas the first part ofreducing supply chain risks .
including implementingTable6. Recommended Cybersecurity A supply chain
Mitigations. Mitigations such as zerarust security can helpensure | aftackcan
thaty our v e n d ourity winerapiliiesdosia liecome your | concurrently impact
organi zat i on 6Accessshbulderba firdvited © joars NUMerous critical

computer systems/network and data to any organization without infrastructure sites
verifying thaty o u r v eybedsecarify sill be sufficient to protect | Potentially _
your data and systems. eliminating service

overlaps and

It is also suggested that your organizatioiollow NISTIR 8276Key redundancies.
Practicesin Cyber Supply Chain Risk Management: Observations

from Industry(February 2021)and Defending Against Software Supply Chain

Attacks®! Cybersecurity professionalshould revew all procurements impacting cybersecurity
establish a cyber supply chain risk management prograamd include the supply chain

softwarer el ated security issues and recommendations i

This includescreating a software bilof-materials andperforming acybersecurity assessmenbf
the supply chain particularly for Level 24 resiliency sites.Passive equipment that cannot be
programmed are of minimal concern from a cybersecurity perspective and do need to meet
most ofthe supply chaincybersecuritybest practices.

For Level 24, best practices dictate that control equipment, telecommunications equipment,
and any otherprogrammableequipment thatis critical typicallyshould not be purchased from
companies with close ties tadversariesas defined by the federal gover me nt or by
security organizationThese adversaries ofterinclude China, RussiaCuba, Iran, North Korea
and Venezuel&? Challenges arise if the device is labeled by a different vendor or integrafbo.
identify the manufacturer of a Network Interface Controller, see tldeint Staff White Paper on
Supply Chain Vendor Identificain d Noninvasive Network Interface Controllet written by
Federal Energy Regulatory CommissidFeRG and NERC.

Level 2resilience organizations may make an exception to the above powetated supply
chain best practices if their power control system standalone and is neither connected to the
I nternet nor to the enterpriseds networ k.
their telecommunications equipment. Level 3 and 4 Resiliency organizations shogkherally
follow the abovebest practices even if not connected to the Internet since latent defects could
be inserted into the equipment and malware could trigger malicious code within the product.

Forfederal agencies and DoD contractors and vendgrs is recommended that the belovare
followed:

34

the si't

Neverth


https://www.nationalisacs.org/
https://www.nationalisacs.org/
https://www.cisa.gov/sites/default/files/publications/CISA%20Fact%20Sheet%20-%20PSA%20Program%20-%20508c_IAA%20Final.19MAR2020.pdf
https://www.cisa.gov/publication/software-supply-chain-attacks
https://www.cisa.gov/publication/software-supply-chain-attacks
https://www.nerc.com/pa/comp/CAOneStopShop/Joint%20Staff%20White%20Paper%20on%20Supply%20Chain_07312020.pdf
https://www.nerc.com/pa/comp/CAOneStopShop/Joint%20Staff%20White%20Paper%20on%20Supply%20Chain_07312020.pdf

71 Civilian AgenciesNIST8061 71 Rev. 2 O0OProtecting Controlled
in Nonfederal Systems and Organizatiorg?

1 Defense Industrial BaseCybersecurity Maturity Model Certification (CMME&)

As part of resilient power supply chain managemerall Level 14 critical infrastructure entities
should followSection 889, whichis part of the Fiscal Year 2019 National Defense Authorization
Act>¢ This includes not procuring certaitelecommunicationsequipment (including video
surveillance equipment) or services produced by the following covered entities and their
subsidiaries and a liates without a waiver

1 Huawei Technologies Company

1 ZTE Corporation

1 Hytera Communications Corporation

1 Hangzhou Hikwsion Digital Technology Company
1 Dahua Technology Company

The Secure Equipment Act of 202ktrengthens Section 889 The Secure Equipment

mentioned above by stating thatthat the FCCwill not review or Act prevents new

issuednew equipment |icenses t o equipmentlicensesto | { he FC
0@ered Equi pmen # that poseaaationalc e s | COmpaniés posing a

security threat. ¢ nation security threat

Lastly,to help prevent hardwarerelated supply chain disruptions, ensure that your organization
maintains enough power system spare parts and consumable maintenance items ongita the
OParts, Tools and Supplie® u n d e r 2.480peardtion®amdMaintenance (O&M)Plan.

Resources Including Assessment Tools

Federal agencies should folloll | ST 6 s N1 SIe CRber8eturit Frameavk

Implementation Guidance for Federal AgencieeThis report illustrates eight example

approaches through which federal agencies can leverage the Cybersecurity Framework to

address common cybersecurityelated responsibilities®8 It is also recommendedhat critical
infrastructure operations and many public and pri
8170 Cybersecurity Framework Implementation Guidance or an equivalent document.

All Level 2 resilience and higher organizations should assess itheybersecurity vulnerabilities

using different personnel from the ones responsible for implementing the cybersecurity
protections. To hel pCybersecurity Vumérability ASdesSmAentethrbughr s t he 0
the Control Systems Security Program$SP)60 Thi s program provides onsite
infrastructure asset owners by assisting them in performing a security saffsessment of their

enterprise and control system networks against industry accepted standards, policies, and

p r o c e dhRormore inférmation about this program and other CISA cybersecurity resources,

please seehttps://www.dhs.gov/xlibrary/assets/pso-safeguardingand-securing

cyberspace.pdf ContactCSSP@dhs.gaw request onsite assistance.

High impactcybermattacks should bereportedto https://www.us-cert.gov/forms/report.

Organizations should also consider implementindl TREds Adversarial Tactics,
Common Knowledge (ATT&CK) Framework@hichis a globallyaccessible knowledge base of

adversary tactics and techniques basedn reaklworld observations.
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Ot her cybersecurity resources can be found
Publ i ¢ S a€oenmyniéatiansaddeQyber ResiliencyTISAS Although the resource list
was written for public safety, it is applicable to all critical infrastructure sites. Another resource
i s D@Bedsscurity Capability Maturity Mod€¢C2M?2), whichaddresses the implementation
and management of cybersecurity practiceassociated with information technology (IT) and
operations technologyor ICSassets and the environments in which they operaté

Physical security for backup power and fuel supplies should be incorporated in the critical
infrastructure facility or site physical security plaand be consistent with the cybersecurity
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policies Depending upon the organizationds structure,

chief facility engineer, loss prevention managers, security contractors krimanagement
specialists local/state/federal law enforcement f applicable, and cybersecurity policy experts
The security plarshould include security measures that are appropriate for losgrm outages
as wellas shortterm ones

Vandalism andtheft can become major issus if there is a longterm power outage Fuel and
generators can become prized objects during power outagasd history has shown that
desperate people will sometimes use creative and evellegal means toobtain fuel and
portable generatos, particularlywhen they cannotbe obtained via the open market.

Because the power section of the security plan is highly dependent upon the overall security
precautions, the nearby population (e.g., size, military versus civilian), and thegmphical
characteristics of the site and its surroundings, the physical security plan needssgecifywhat
is best forthat specific site based upon the risk management planAt secure sites or if the
generator and fuel supplies are inside the facilityjo special precautions may be needed
(although flooding could still be an issue Extra security precautions might also not be required
where the threatand required resiliency are bottow. InfraGard(https://ww w.infragard.org)

and your state fusion center can provide advice about the risks.

The belowconsiderationsshould be covered in thephysicalsecurity plan which should also be
consistent with the cybersecurity plan

1 Resiliene level 8 The higher the resiliene level per Sectionl.4, the greaterthe need
for physical security.

1 Threatsd Conduct a threat assessmentvorking with local enforcemenagenciesto
review the probability of damage or theft due to natural or manmade threaf&hreats
include naturaly occurring events (e.g., hurricanesolar weathe}, vandalism (e.g.,
breaking windows setting fires), theft, terrorism (e.g., explosives)tate actor related
(e.g., EMP, cybersecurityand insiderthreats.

9 Existing securityd This includes various protections such as fences, locks, ardcurity
guards. Natural barriers such as being in a remote ares on an islandcan also help
although being next to public land might require additional precautions.

1 Vulnerabilifes  Assess the vulnerabilities of the assets to the thregtsonsideringthe

existing security measures already in place or already planned. Note normal operational

vulnerability and changes in vulnerability during a widespread or letggm power
outage.For instance, ligher fuel prices may increase the threat to fuel suppliesaking
large aboveground fuel tanksind fuel deliveriesmore vulnerable

36


https://www.cisa.gov/publication/communications-resiliency
https://urldefense.us/v3/__https:/www.energy.gov/sites/default/files/2021-07/C2M2*20Version*202.0*20July*202021_508.pdf__;JSUlJQ!!BClRuOV5cvtbuNI!Uz1q8gORqqi0x0FQD2Q-uCsojsIhqlHKCMYvhcky1rghTvzeGfiy9bzCQqzZ0by638uzw7J4lGZrsg$
https://www.infragard.org/

Based upontheaboveae nd t he organizationds resources,
manager should select the most appropriate protection measurgscluding the following

1

Site Locationd When selecting a site for the critical infrastructure, the security risks
shouldinclude implementingthe precautions discussed below and the IEMI protections
covered inSection4.4 Electromagnetic Interference EMI).

o0 IncludesLevel 3 Resilient facilities/sites having a secure perimeter to protect
against IEMIland to reduce the risk of physical attacks.

0 Choosing the best location can also reduagsks associated with the below
bullets.

Restricted Access Policied Establish restricted access policies to resilient power and
fuel storage areasso that only authorized personnel have accesBest practices include
double authentication (e.g., having a badge to get into the facility/site and a key to enter
the backup generation areafor Level 2resilienceand higher. Restrict asset visibility

both physically and online by ensuring that resilient power infrastructure cannot be seen
from outside the facilityand that facility detailsare noton the Internet.

Physical Security and RBarriers d Install fencing and gate accesgparticularly for Level
2-4 resilience) or put the generator ina locked, shielded metal container(the fuel
should also be locked up)A barriertogether withinstalling the generator equipment in
a shielded metalcontainercan help reduce the threatagainst bothIEMland drones
(also calledUnmanned Aerial VehicleBJAV$). Additional security measures to mitigate
RF attacksincluding from dronesare covered undeiSection4.4 Electromagnetic
Interference EMI) (most pertinent to Level 34 resilience).

Monitoring Systemsd Use lighting as well asintrusion detection and monitoring systems
to better secure the backup/emergency power components and supplieRemove
landscaping or other items that restrictnonitoring by these systems.

Protection Against Natural Element8 Protect the components against windlying
debris, and water When ddermining the maximum and minimunweather conditions
(e.g.,temperature, wind, ice, rain, snowto protect against, assume that record
weather event isoccurring when the backup power system is most neededarefully
consider that weather extremes may beombined (i.e., extreme heat and flooding,
extreme cold and windl

Hooding-- This is a particular concern in many parts of the country due to the loss of life
and damage that flooding has causedlhe following are best practices:

o0 Hevate all electricalcomponents and critical infrastructureabovethe 500-year
base flood elevationas encouraged byFacilities Standards (P100) Overview |
GSA¢t This includes generators, service panels, outlets, etc.

o0 For Level 2resiliencesites, it is suggested thatthe electrical components be
above the 1000-year base flood elevationNote: a 1000year flooding time
period represents a 86 chance of flooding over a 5§ear periodso Level 3 and
4 facilities should elevate the electrical conponents higher than this

0 When determining the minimum elevation, account for flooding modédtsat do
not incorporat all observed and expected changes in land use or changes in
historical weather patterns(the above only partially accounts for this)
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o Water protection should also be extended tprotecting againstburst pipes, and
dams or other manmadewater barriers being damaged

o lItis often preferable to be in an area thais not expected toflood rather than
raising the equipment This can helpreduce vulnerabilities and save costsThe
FEMA Flood Map Service Center | WelconieSite provides a search by address
feature for mapping flood hazard informatiomnd FEMAS National Flood Hazard
Layer (NFHL) Viewer (arcgis.caihprovides anArcGIS map

In addition to following the International Building Code standards$js recommendedthat

C 1 S &TheRisk Management Process for Federal Facilities: An Interagency Security Committee
Standard®4 be followed.It defines the criteria and processes that those responsible for the
security of a facility should use to determine its facility sadty level

Further, theANSI/APCCPublic Safety Grade Site Hardening Requiremefigtechnical standard
should be consulted Threats discussed in the document include seismic events, wildfires,
flooding, wind, ice storms, grid events, and geographical specific events. It covers when and
how to usefencing, gates, and signs to improve physical security. General recommendations
include burying or encasing fuel tanks in concrete materials and limiting access to the onsite
generator.

For anycritical infrastructure organizationconsidering a nuclear SMR reactan its future plans,
the May 2014 NRC documenPhysical Security Best Practices for the Protection of Risk
Significant Radioactive Material (NUREPL66)% should be reviewed. This NRC document may
also help Level 3 and 4 Resiliency site managers and even Levei2z managers improve
overall site physical security.
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4. ELECTROMAGNETIC (BCURITY

Target Audience:
1 Executives, Continuity & Planninggrowse
1 PowerManagement/Engineering,Telecommunications and IT InstallatiorRead all
9 Cybersecurity: BrowseRead4.4
9 Physical SecurityRead4.4

Thischapter provides an overview and higHevel mitigation best practices against
electromagnetic EM) threats for critical infrastructurestakeholdersexcluding energyelated
utility companies(as per theScopé. In particular, it covers the following

i Section4.1 E1 HightAltitude EM Pulse (HEMP)
& This broadband field pulse induces -
abnormally high voltages and currents on
short cables, antennas, and long lines. The
fastrising EM pulse (EMP) can travel through
lightning surge protecton devices GPD9
before the surge protection has time to
activateeToday 6s el ectroni
sensitive than in 1962 whenpower and
communication systens were disrupted and
damaged in Hawaii from a HEMP nighttime ~ Figure3. 1962 Starfish PrimeHEMP
test event 900 miles awayd see Figure3.67 impacted electronics witha relatively

_ _ _ small peak field
1 Section4.2 E2 HEMPand Lightningd E2
HEMP induces pulsed voltages and currents on long lingimilar to those induced by
nearby lightning strikes. Long (>1000m) interconnecting cables with no lightning
protection may need E2 protectioriNote: Lightning protection is very important to EM
security in most parts of the countrybut this topic is only bridly discussed sincemany
specificlightning standards and handbooks exist

1 Section4.3 E3 HEMPand Geomagnetic DisturbancdGMD) & The focus of this section
istopr ot ect cr it i onaitegenerafionsowdes andelatedreaqipnsent
Thisincludes E3 HEMPand GeomagneticDisturbance GMD) Mitigations such as
protecting againstE3 HEMP andGMD transformeroverheating andharmonicsthat can
damage OC power suppliesand protections for long cable linegontaining metal

1 Section4.4 Electromagnetic Interference EMI) and Intentional EMId Caused byboth
mobile and statioary high-power EM sourcesthe effects on systems aresimilar to E1
HEMPbut at higher frequencies andver much smaller areas

The 2017 National Security Strateggtatedt h ahte vuinérability of U.S. critical infrastructure

to cyber, physicaland electromagnetic attacksneans that adversares could disrupt military

command and control, banking and pnancial operati.i
communication®8 The severe consequences of the terrorist attacks which took place on

9/11/2001 and of the Covid-19 global pandemic demonstrée the importance of planning and

preparedness for low probability events

This chapter includes more background and theoretical material than provided in other parts of
the documentbecause EM security tends to be less understood by practitioners than sho
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other topics discussed in this document and there are far fewegferencedresources.The

background andtheoryare intended to orientthe employee or contractor that will be

implementing EM security so that they camake better choices to defend againsthe EM

threats discussed in this chapterLastly, the resilient power timeframége.g., three days of onsite

fuel) discussed undeDefinition of Resiliene Levelsis not directly applicable to this chapter

since EM security typically either protects the e

Although nitigations presented in this chapter are relevant today, many tfese mitigations are
expected to undergo significantmprovements over the next few years given the increased
focus on these threats.Technology innovations are underway to bring down costsimprove

the protectionagainstthese EM threats More testingis ongoingor is expected to be conducted
during the next few yeardgo better understand andmitigate the risk

This section starts with theBackground and Importance of E1 HEMP Protectidollowed by the
E1 HEMPTechnicalOverviewsince manyreaders likely do not understand what HEMP is.
Subsequently, suggested&1l HEMPMitigations are covered

Note: The term EMP is often used interchangeably with HEMP as in the case of the EMP
Executive Order, buEMPcan include other types of nuclear EMP such as Source Region EMP
(SREMP¥? SREMHASs only covered inAppendix Csince the impact range is much smaller than
with HEMP andnitigations againstSREMP are generally only recommended thie most critical
facilities.

Background and Importance of E1 HEMP Protection

The need fortHEMP protection has increased in importance in recent yeasshich is part of the

reason for the 2019issuance ofPresidental Executive Order 138651t statesthata n EhMaP 0

the potential to disrupt, degrade, and damage technology and critical infrastructure systems.

Humanmade or naturally occurring EMPs can affect large geographic areas, disrupting

elements criticaltotheNat i onds security and economic prosper:.
global commerce and stability 6

HEMP is created when a nuclear weapon is detonated above 30 kilometers (km) (per
International Electrotechnical Commission (IEC) 610aD9, p. 13) and @an have continental
scaleimpacts, especiallyif there are multiplehigh altitude nuclear detonationsGiven the
potential widearea, longterm debilitation from HEMRwith a significant amount of equipment
damaged or upsetthese best practicesrecommend tat all critical infrastructure stakeholders
considerimplementing the mitigations listed in this chapterNote: the term upset refers to the
effects to components that causes an interruption, disruption, and degradation of services.
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E1 HEMPTechnicalOverview

The nuclear HEMPattack threat is a E1 E2 E3

. . . . Early-time Intermediate-time Late-time
national security riskand is addressed .
in Executive Ordei3865. E1 HEMP is 4,4 <+——Promptgammasignal | |
a concern tecause ofits very fast rise scattered gamma signal
time (as shown inFigure4) combined \L neutron gamma signal
with its wide geographial area effects 10 ~——

AN

!
i

and the cascadingdisruption and
damage thatHEMPfrom one or a few

E(t) (V/m)
80

high-altitude bursts. MHD signal

v
For the specific E1 HEMP waveform 1072
that should be used to determine \
whet her the siteos \
adequateor for use in procuring new 10 10® 10° 10? 102% 10° 10% 10%
equipment, shielding and filtering Time (s)

includingusing SPDs(devices that . .
suppresg line ?:onducged voltages and Figure4. Generic HEMP waveform (ref. Mef&324)
currents), see Table7 below. There are twoHEMP specifications that are particuléy applicable
radiated and conductedenergy The rise timeof the HEMP wavefornis calculatedas the time
interval between10% to 90% of the peak pulse amplitude.

The conducted specification]EC 610002-107° referencedin Table7 assumes that the E1
HEMP fieldcouples efficiently tooutdoor conductors (such as cables and wiresyith a worst
case HEMP fielgpolarization(orientation of the electric vectorand angle ofincidenceto the
orientation of the conducta. It is also permissible to use MHSTD188-125 specifications for
waveforms on penetrating linegthis is mandatoryat some military sitesfor critical
systems/areas), which uses a conductegulserise time spe i f i ¢ a t inanosecorfds (€)
rise time atthe point of entry to a buiding.

Table7. E1 HEMPWaveformSpecifications

El Environment| Specifications Protection Consideration
Transmission (for sensitiveelectronics)
Line-ofsight 9 2.5 ns rise time
Radiated path to the : Protection recommendations
Waveform(DOE | HEMP 150 ns pulse width are provided in the next
Wavefornj7* detonation subsection.
source
Conducted / 10 nsrise time SPDs need to be able to
Induced i i
Aboveground 1 100 ns pulse width handle much fasterrise
(most damage 11 4 kilo-amperes kA) peak current | imes than the rise timefrom
will likely occur worstcase exposure lightning.
through — -
1 25 ns rise time (IEC) Installing cables
conducted d d
currents) 1 500 ns pulse width underground(versus
Belowground ] aboveground)can
(IEC61000 -2- { Substantially lower pealcurrent | sypstantiallylower risks and
10) than 4 kA make protection easier
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E1 HEMPMitigations

Many assume that to protecsensitive electronicsagainst HEMP, MHSTD188-125-1 must be
implemented, which includes costly facilithevel shielding and adebns to existing infrastructure.
However,most of the best practicesin this sectionrange from no additional cos{e.g., ensure a
goodgrounding andbonding)to minimal extra cost(e.g., purchase HEMiPated SPDs) Further,
some of theseHEMP best practices, such as using a flat ground cable instead of a round one,
are recommendedonly when there will be a minimal extramplementation cost (e.g.,during new
buildouts and system replacement programs

This subsection focuses on E1 HEMRitigation best practices for all resiliencylevels, most of
which are inexpensiveor no extra costto implementif designed into the installation These
HBEMP mitigationsgenerallywill also help againstightning, EMI, and IEMivhen a cable is
attached (tethered) to sensitive electronics and equipment (e.gcontrol, IT, and
communicationsequipment). The mitigationsinclude:

1 Lightningand EMI/EM Compatibilly (EMC)Protectiond Effectivelightning protectionis
a good start to protect against EMP, such as thosmted in the Lightning Protection,
EMP Protection and Groundingection within theANSI APCO Public Safety Grade Site
Hardening Requirements?2 Implementing EMI/EMC standards, which are useful to
protect against lightning, is strongly recommended twelp mitigate ELHEMPeffects as
well.

1 EMPRRatedSPDs 0 AnEMRrated Surge Protection Devices (SPB)recommended for
lines/cables carrying AC power, RF, or datehenthe lines/cables have the potential to
pick up significantlevels of EMP. Typically if a cable needs to & protected against
lightning, it needs to be protected against EM@ote: the EMP SPD also will protect
against lightning) The one exception is if the cable is carrying a timing signal and the
SPD introduces a variable delayerrites or filters can alsdelp with RF linestipically
best to add ferrites near building egress).

1 Uninterruptible Power Supply (UP8)A double conversiononline (preferred)or high-
guality line interactive UP$an be added toan AC circui and used instead ofa
standalone SPDto eliminate potential HEMP Elissues(see Section7.3 UPSGuidance.

1 Shielded Cablesd Unless the cableis either non-electrically conductiveyvery short or
well protected from EMPa groundedshielded cable should generally be used to
prevent EMPvoltageinduced current from being conducted oo the cable. Using
double shieldingwill effectivelyeliminate the EMP voltagé&urrent if the shielding is
sufficiently grounded Whether anunshielded cable can be used maybe determined if
the following are known:

0 The maximum length othe cablein any direction (coiled cables are less of a
concern)

0 The EMP protectiorattenuation (in decibels dB]) of the building/room in which
the cable islocated.

0o Maximum voltage or ampre input that can be handled bythe deviceto which
the cable is connected

0 TheEMPpeak amplitude that needs to be protected againstée the applicable
EMP standard/guidelines that your organization is using).

0 Note: Shielded cables should have the shield circumferentially bonded and
grounded at each termination.
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Bury Cablesd Buried cablescouple 10-20 dB lessE1 energythan nonburied cables

Fiberd Fber (without metal) cables eliminate EM voltagegcurrents being conducted
into the cable The fiber typicallyshould not contain netal since it can conduct EM
(note: metal is sometimes added to fibeto distribute power orto improvethe cable
strength).

Bondingd Solid bonding is needed tdelp preventarcs/sparks due to differential
voltage and to ensure good groundonnections

Groundingd Excellent grounéhg is needed including high frequency grounding.

o Follow lightning grounding standardd see E2 HEMPand Lightningsection
below.

o Use wide, fat groundingcopperor stainlesssteelstraps( 36 i s good, 606 i s
that can carry the higher frequencies from EMP much better than an equivalent
amount of copper in a rouncconductor (often used for lightning protectionylue
to the skin effect at higher frequenciesHowever connecting equipment ground

to a metal plate or thebuilding s met al | i ¢ isevenbetter.ur e/ f r a me
o At hicker flat grounding strap-gréued g., 0. 085«
systems due to corrosion, but a thinner gr

preferred where corrosion is less of an issu
0 Ground the shielding orboth ends of shielded cables.

o0 Periodically test the ground system impedanas part of the O&M procedures.
Corrosion of buried ground system components can degrade ground system
performance over time.

Sparesd For critical equipnent that is inexpensiveor at sites needinga high level of
resiliency, spares should bgrocured andmaintained. Storing sparescan also be a
much lower cost alternative to hardening.

EM Interference EMI)and Electromagnetic Compatibility (EMG}andardsd Each site
should procure electronic equipment that meet ENEMC standards, including meeting
IEC/EN55035, which providesEMCimmunity requirements(e.g.,equipment should
tolerate at least 3 V/m).

Facilty or Room Shielding If feasible, placesensitive, unshielded critical infrastructure
equipment and cables in inner rooms, the basemenshielded cabinetsor closets or at
least so that there is no direct lineof-sight to the sky through anyon-metallic structure
walls/roofs, which generally offer very little EMP protectiongncrete is better thanmost
windows orwood).Presently, itis not cost effectivefor most Level 1-3 facilities to add
room orfacility shielding

Processesd Simple process related protectios typicallyshould be implementedsuch
as:

0 Shunt an antenna to ground or disconnect it when the antenna is not in use.

0 Reduce wmintended antennas by smoothing surfaces, eliminating edgeand not
using long, straight cables.

0 Boat up equipment in a useable statef it is reset

o Table7 E1 HEMPTechnicalOverviewabove shows the advantages oburying
cablesto protect against E1 or keeping the cables close to the ground. The
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impact from the ground will help substantially reduce the pulse rise time aiite
peak voltage, which are the two major issues from E1.

Although there may be some failureBom radiated HEMHN

untethered standalone equipment this is generallyconsidered 0The DoD ex
low riskfor most sitesassuming that there are nvanylong, with facility and weapon
unshielded wires withinoutdoor equipment However critical system hardening
sites may need to protect againstadiated HEMPparticularly indicates designedin
with outdoor equipment or extremely critical equipmentevel 4 | Protection costs are 10
resilience may also employother additional mitigations that are times lower than retrofit

beyond the scope of this document. These may include Faraday PF ot ect i on.
cages, addon EM resistive materials, ananetal-ined conductive | Dr. Georger. Baker,
concrete with groundingn the walls/floors/ceilings. Typically, Microgrids

these are much less expensive to implementhen either ";‘(\ggtemhed Moment
construding anew building ormaking a major renovationversus ( )

a retrofit simply to add hardening

For most organizations, the \l
i ~ 10

gboye can be |mplemented as a Lightning? Narrowband®
Cl'Olllng Chang@ ver sus Range dependent

. . .. . (e.g. HPM, HIRF, etc.)
discarding existingequipment 1w

. . . . Spectral E1 HEMP Wideband (UWB) A

and immediately implementing  pensity

Range dependent

the abovebut this should be [(Vim) / Hz] & A
based upon your risk ~ 107 1
management plan For instance, e 1/a?

when purchasing new SPDs, it is EMI Environmentd®
recommended that HEMPated
ones be purchased instead of
ones that are justused for |
lightning protection. A HEMP LR e s ] e LU L e

L Frequency [Hz]
ratEd SPDW”I I|ke|y COSt mOI’e 3 narrow band extending from ~0,5 to~ 5 GHz

|n|t|a”y, bUt some Of these SPDS :)) Qi;ln\r%i(;en?ssa;gt)r_(aﬁ,sgnmponentsup to ~10 MHz depending on range and application

do not degrade over time, which RetICCStantar bIRe0Ets
Saves replacem_ent costs and Figure5. Frequency ranges of lightning, EMP, and IEMI
ensures protection against
lighting and HEMRwithout needing to replace the SPs frequenty as everyl-2 years
depending upon the location and the number of nearby lightning strikds is also expected that
the cost of these SPDs will decrease with an expanded market sha®@me of the dher
recommendations are only suggested for new buildaifor most organizations so that there will

be minimal additional implementation cost (e.g., when installing large grounding cables in a new

\

Y

building, use flat copper cables instead of round
different based uponits resilience level, its existing power resiliency solution, its resiliency

power plans, and available funds.

When applying E1 HEMP mitigations to protective relays, the potential for unintended

consequences of the mitigation should be considered in thdesign process and appropriate

measures taken to ensure that system performance is not adversely affectéds shown in

Figure5, the E1 HEMRelectricfe | d 0i s generally most i mportant at

MHz 6 (| EXI3,§.1D.00
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GeneratorE1l HEMPMitigations

Procure EMP tested and certified generators if possiblemited testing ofunprotected backup
generators has shown that E1 HEM&an damage control electronics on some units. Therefore,
these control electronics should be HEMP protected as discussed above. With respect to the
actual generator, U.S. governmemadiated testing of some portable diesel generators revealed
no problems, but these tests were performed without conduge cables attached andon just a
limited set of portable generators (most larger sites adixed generators)EMP certification
testing of generators by the manufactuneor customer is necessary for confidence in generator
survivability.Given the need for more testinghe followinggeneratorrelated protectionsare
recommendedper resilience level depending on youss i trigk8: s

1 Level 10 If a power cable is left outdors and permanently attached to a generator,
either (i) shield the cable or (ii) run the power cable undergrounar on the groundand
connectthe cableto an SPD prior to conneghg itto any important equipment.

Level 28 Useshielded power cables if lefppermanently attached to the generator.

Level 38 Only use shieldedcircumferentiallybonded power cables Enclose generator
in an EMRresilient metal container (common cargo containers as an example) use an
EMP tested generatar

1 Level 48 Shield cables and either appl{M

shielding around the generator or use EMP Success Story

survivable generatosystens that have been Some critical infrastructure
certified by threatlevel tests for critical owners use multipurpose
infrastructure applications. Since EMP modules to protect equipment
vulnerabilities areprimarily caused by and people against several
conducted transients on incoming conducting threats including HEMPIlightning
lines, pulse current injection testing on and IEMI for minimal incremental
generator system shielded cables isssentialto | cost versus previous solutions
certify generatorsurvivability. without the extra protections.

Except in areas where lightning is uncommon,fandamental part of critical infrastructure
power system designs is good lightningrotection. Thisalso protecs againstHEMP E2unless
the line is long as described iTable8.

Engineering guidelines and standards are readily availabler lightning protection These
include the followingdocuments, which are recommended for use in achieving lightning
protection @nd arealso applicable toE2 HEMP and1l HEMP in some cases):

1 MotorolaR56 Standards and Guidelines for Communication Sit&or other recognized
grounding standard that provides grunding guidelines for communications sites.

1 NFPA Code 78&tandard for the Installation of Lightning Protection Systerifs
coverageincludes system installation lightning protection for traditional building
structures and newer ones such as wind turbines and solar arrays. It is used in many
parts of the world, including the U.S.

1 UL 1449 Standard for Surge Protective Devices (SPDS)
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1T TM 5690 GROUNDING AND BONDING IN COMMAND, CONTROL, COMMUNICATIONS,
COMPUTER, INTELLIGENSHRVEILLANCE, AND RECONNAISSANCE (C4ISR)
FACILITIES

If the site does not have lightning protectiorsince presumably it is in an area where there is
little or no lightning, protecting against E2 (and E1) HEMBhould be addedper thesebest
practices. One mwtential difference between lightning and E2 protectiors that when a
conductivecable is run abovegroundor more than 1 km extra surge protection may be needed
per IEC 610002-10 (p. 25) as shownbelow inTable8 (seelEC61000-2-10, p. 49). This is
because the E2 field can remain consistent over long distances while a lightning EM field will
quickly drop off as the distance increases from the lightning strike.

Table8. E2 HEMPSpecificationsand Mitigations

CableLength | Maximum E2 Conductivity(assumes Suggested Mitigationssersus
and Position | cable is conductive) Standard Lightning Protection
9 Same as at 1 kmunlessthere is very poor
> 1 km, Buried ground conductivity No extra surge protection is
1 Peak currentsvary only with the ground generallyrequired.
conductivity

9 With Good Ground Conductivity = 140 A
9 With Poor Ground Conductivity = 350 A

> 10 km, 1 With Very Poor Ground Conductivity (over | T Typically se a heavyduty
Elevated industrial area or polar ice caff) = 850 A industrial SPD

1 Pulse width at half maximum 0693 ps (IEC
61000-2-9, p. 31).

iolkknr]n and < 11 Approaches abovespecifications as cable | 1 Use a heavyduty SPD if> 200 A.

Elevated length approaches10 km. 1 Can use wall outlet SPD if < 20@

E3 HEMP is the result of a highltitude nuclear explosion and GMD is the result sblar flares
that are followed by coronal mass ejections (CMES) of charged and magnetized particles into
space The probability of an E3 HEM&ct of war or terroristevent, whichwould occur wheran
E1 HEMP evenalso occurs is currently being assessed by DH&ut is likely to be considered
low probability A major ®lar geomagneticdisturbance (GMDhas a knownprobability of 10%-
12% per decade’” However,either event could causepower grid and communication network
debilitation over large geographical regionsnd therefore are national security concerns.

The highleveltechnical specificationsare listed below inTable9. E3 HEMP and GMD
Specificationswith further discussionin Appendix GsubsectionsE3 HEMPand GMDTechnical
Characteristicsand E3 HEMPand GMDImpacts. Because the impact from E3 HEMP and GMD
events is strictlywith longconducting lines(more than 10 km), this section onlylirectly
addresses thepotential harmonics generation caused by E3 HEMP and GMDlong lines(over
10 km) with metal are deployed, such as might occur in aarchipelago(multiple microgrids
connected together) a long telecommunications or networking line containing metair large
manufacturing plantsthat are connected to long power lingplease readAppendix C
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ADDITIONAE3 HEMPAND GMEDETAILSNote: E3 EMP and GMD can alsncrease drag on
verylow-earth-orbit satellites (below 400 km); however, this situation is not within scope of this

document.
Table9. E3 HEMP and GMD Specifications

EM Type Maximum Conductivitfassumes cable is conductive)
E3 HEMRDOE 9 Rise time on the order of second# 10s of seconds
Waveform 1 Pulseduration on the order of10 to 100 seconds.

1 Has a significantly lower maximum radiated fielstrength than E3 HEMP but
GMD can extend over a much greater region than a single E3 HEMP event.

9 Can have multiple pulse traingasting for hours to dayswith individual pulses

persisting for minutes.

E3 HEMPand Geomagnetic Disturbance@MD Mitigations

To mitigate the AC voltage harmonics issue discusséd Appendix CE3 HEMPand GMD
Impacts and prevent upsets or damagethe following aregenerallyrecommended:

T

ImplementHarmonics Standards To reduce potential harmonics of all types, follow a
standard such aslEEE 5192014 ¢ IEEE Recommended Practice and Requirements for
Harmonic Control in Electric Power Systefior protect the equipment at an individual
level.

Install Redundant Switchover Mechanism Allsites should have a secondary method to
switchover its power system if the primargutomated transfer switch ATS fails as
discussed inSection6.1 Power TransfelSystem This secondary mechanism should not
have a potential common E3/GMD related failure mode with the primary ATS. For
instance, having two ATS systems hooked up independently to the electrical grhere
both are collocated or both could fail due to an EMP is not fully redundant.

AddTime Delayif ATS Fail$ If an ATS is damaged or is upset (e.g., reboots
unexpeckdly), the site should remain in island modeither until it is determined why
the ATS was damaged or upsgor it can be confirmed that noEM stressis still
occurring(see Section6.1 Power TransfeiSysten).

UseEM ResilientUPSs 0 See Section7.3 UPSGuidancefor the best UPSes to use,
such as a online double conversionJPSor a high-quality line interactive UPSvith good
surge suppression and noise filteringhat can prevent the harmonics from traveling
further into the sitebs power system.

Work with UtilityLevel 3 or 4Resiliena) 8 Consider vorking with the utility company to
ensurethatthe utilityd s di st r i lwil hotimroducse grsass dlarmonicsinto the
siteds p oawdktoundergtand hewiong it might take to perform a black start
under worst case conditionsif an excessivenumber of transformersare lost. Note: Per
TPL-007 -4, NERC requires all power companies to have implemented corrective action
plans no later than the end of 203 to address a 100year GMD eventHowever, hese
protection levels may not be sufficiensince theyare based upon an outdated 1D Earth
model and not on the latest 3D GMD calculations armdagneteulliric (MT) survey data
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1 Protect Onsite Transformers (typicallynly applicable to large campusesp Campuses
with high voltage transformers on site that areonnected to long power lines (at least
over 10 km) should consider working with their utility provider or their electrical
contractor toprotect the transformer. This may includadding modest low levels of
additional resistance at the transformer neutralThis lowcost additional resistance can
reduce GMDcurrents that otherwise have the potential to damage transformer windings
(usually at the lower voltage end) or that could cause harmonic distortion, vibration
other damage

1 PrepareHEMPand GMDActon Plars 6 Createoperational proceduresto minimize the
impact and recovery timefrom the effects ofHEMPor GMDatfter receiving notification
of a potential orimminent GMDor HEMP evenfrom a reputable source (e.gSpace
Weather Prediction Cente- EMAS6s Nati onal P wbflom a&nudlgarr ni ng Sy s
event detector These procedureshould includewhen toswitch to island mode to
prevent potential harmonics from entering th critical infrastructure power systenand
include restoration procedures

A low pass filter that passe$0 Hz but filters 120 Hz and highercan eliminate the AC voltage
harmonicsissue. This approach works well for communication lines but is difficult implement

on power lines. Allowing 60 Hz AC to pass while eliminating 120 Hz or 180 Hz harmonics is

di fficult to impossible with todayds technologi es

Becauselocal enterprise power systems do not use long line infrastructutmless an

archipelago is inplemented (multiple connected microgridand control networkg, E3and GMD

willlikelyn ot damage a siteds iwhediaisland doslmexceppundee r sy st em
extenuating circumstances assuming that the power equipment is in reasonable shape. Even

microgrids that are implemented on large campuses (up to several miles long) are unlikely to be
damagedby E3and GMDwhen disconneced from the gridalthoughHEMPE1 can damage or

upset equipmentas discussed in the previous section

With more and more wireless transmittertogetherwith improvements in technology enabling

higher power attacks with smallermobile devices both EMI and IEMI are becoming bigger

potential issues For instance,adevices that can be used agRadio FrequencyWeapons]RFWs

have unintentionally caused aircraft crashes and nearashes,pipeline explosions, large gas

spills, computer damage, medical equipment malfunctions, vehicle malfunctions such as severe

braking problems, weapons prégnition and explosions, and public water system malfunctions

that nearly caused floodingRFWs havea | s 0 been us eddefeahsecarityt i onal |y t o
systems, commit robberies, disable police communications, induce fires, and disrupt banking

computers 706

Although EMI andIEMlare verylocalizedcompared to HEMPtheir field peak power levels can
be mud higherthan with the HEMPEM fields Plus both EMI andIEMIoften involve broadband
or narrowbandsourcesthat typically operateat much higher frequendes (up to 10 GHz or
higher), particularly withthe IEMIsources The limited range of IEMI sourcesan be partially
overcome by mounting them on UAVE addition to theE M s o uduratienfoandwidth, and
pulse repetition, he coupled energyfrom an EMlor IEMIlinto a device orsystemis dependent
on the following:

9 The distance between theEM source and thetarget
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9 The susceptibility of tle electronicsand the systemto the source EMfield

9 The propagation loss including the attenuation properties of intervening
barriers/shielding.

Both cybersecurity and physical secity personnel need to understand their role in protecting
against these EM spectrum attackgartially snce IEMI may be used in combination with
physical and cyberattacks.

Tobe resilientagainst EMI andIEMI,at-risk critical infrastructure sites shouldmplement the
belowbest practices includingthose listed inTable10. Mostof these best practicesfor Levels
1-3 typicallyshould be implemented to protect against physical, HEMP, or EMI threst¢sthe
cost to defendspecificallyagainstIEMI is often very mimal.

1 E1 HEMP Protectio® Implement the E1 HEMPbest practices noted earlier in this
chapter, which add progressively increased protection for each resilienievel, is one of
the first steps to help protect againsboth EMI andIEMI.

0 Procureelectronic equipment that meet EMI standards, such d&EC/EN55035
OEl ectromagnetic compati &lmiuntyy of mul ti med
requi r degupmensshould tolerate at least 3 V/m) to protect against
IEMI frequencies that can be up to or even beyd 10 GHz, which is significantly
higherin frequencythan E1 HEMP While adhering to such standards will help
ensure good engineering practices from an EMI perspective, the very low electric
field levels associated with these standards means that, whefeasible, efforts
should be undertaken to reduce the potential incident field levels caused by
IEMI using local EM shielding techniques.

o If HEMPshieldingis installed, extend the shieldindgrequency domain
effectivenessup to 10 GHzand protect againstrepetitive pulseor continuous
waveattacks.

1 Telecommunications Resiliencg All critical infrastructure facilitiescan gain IEMland
EMIprotection against jamming and equipment disruption®y implementingSection
2.5 Telecommunicationswhich includeseach site having multiple communications
capabilities. Also, see the CISRadio Frequency Interference Best Practices
Guidebook®, whi ch is also included in ethe o0Jamming
Toolkit (seeFigure6 below).

1 IEC61000-2-13, High Power Electromagnetic (HPEM) Environments, Radiated and
Conducted
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Figure6. CISA's Public Safety Resiliency Toolkit

Because IEMI is typically limited teither damaging or upsetting equipment aa singlenearby
site orjammingthe wireless communications in a localized area (e.g., within part of a city),
implementing IEMI protections beyonthe aboverecommendationsis probablynot cost

effective for mostLevel 1resiliencefacilities. Note: The amount of protection against IEMI that
needs to be implemented is also dependent upon how much downtime the siten endure

since IEMI attacks that danot damage equipment can be thwarted given enough time to detect,
locate, and stop the attack.

Table10. EMI/IEMI Protection Recommendationfor Critical Sensitive Equipment

Resiliene Recommended Protections
Level 1 Followthe best practices listed previously in thisection.
Level 1 protectionsplus:

9 Implement at least a small secure perimeter as discussed ifsection 3.2
Physical Securityor add EM barrierssuch asmetal enclosures thin film wall
liners, or conductive window treatmentdetweena potential EMI/IEMIsource
and critical equipment.

Level 2

9 Sensors should usevired communicationsor IEMbresistant wireless.
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Resiliene Recommended Protections
Level 2 protections plus:

1 If only a smallsecure perimeter is implemented, the critical electronics should
be shielded.

1 Protect against jamming and potential RF\Atcidents andattacks that may
damage or disrupt the readings of a critical sensor.

1 Broadband RF detectorsre helpful to alert operators to he presence of
Level 3 abnormal EM fields.

1l mpl ement at | east some aRsokeeiogtAgainsttie
Threat of Unmanned Aircraft Systems (UAShcluding posting signs thatUAVs
are not allowed

1 Use the above protections andthers if needed to protect againstEM attacks
at higher frequencies including either using SPDs that can mitigate multiple
pulses or storing spare SPDs.

Level 3 protections plus:
9 Implementa large secure perimeter

1 Protect aganst unknown vehicles and drones that mighgither contain a
powerful RFWeapon(for example,see Boeing: CHAMB Lights Ou#! where a
cruise missileemitted bursts of highpowered energy andlisrupted rows of
computersinside a building or could conduct a physical attack

fFol Il ow the recommendat i ®notecting Agaibsthe C |
Threat of Unmanned Aircraft System@JAS) ( November 2020

1 Perform an EM spectrumaudit of the facility using available geospatial and
terrain data to determine the most likely approaches for IEMI threats to the
facility.

Level 4

1 Based upon tke EM spectrumaudit and worstcase threat assessment rodel
(including existing barriers)install EM spectrum shielding to protect equipment
and cables mowve equipmentto better shielded areasand bury cables
underground.

1 Broadband RF detectors should be deployed to alert operators to the presence
of abnormd EM fields.

If an organization uncovers an RWeapon or IEMI attack, it shouldnmediatelynotify law
enforcement.People shouldavoidb ei ng i n the path ofsincen RF Weapono
exposurescan create damagingthermal effects in bodytissues.
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5. GENERATORS AND FUEL

Target Audience:
1 PowerManagement/EngineeringRead all

1 Continuity & PlanningBrowse/Read

Thischapter covers thetypes ofprimary independent power generation systesrthat most
critical infrastructure organizations will use More specifically, tidiscusses generators running
on liquid fuel (i.e., diesel, gasoline) oras (i.e., hatural gas, propane) and is broken up into the
following sections:

I Section5.1 Dieseland Gas Generator Overview
Section5.2 Diesel versus Natural Ga®ropane Comparison
Section5.3 Fueland GeneratorMaintenance Procedures

1
1
1 Section5.4 Dieseland Natural GagPropane FuelDeliveries
1

Section5.5 Emergency Generator Deveriesand Mobile Power

Per the National Communi c donglemsOutage R TOd Sfs. Febr uary
ES3)4 0 satd diesel or natural gadueled generation systems will not meet the

requirements necessary to sustain operations during an LTO once the supply chain is extended

to a critical length, and equipment that was sized for STOs [shtetm outages] begins to beak

d o w Mhusthe optimal solution may beto procure multiple smaller generation sources rather

than buy onelarge generator, particularlyf t he si t e énshe grioriticedrandl oad ¢

segmented In this case it is recommended thateach generaton saurce becapable of meeting

the most critical power load and with the combined generation power capable of meeting the

entire nonsegmented loadthat needs to be backed up

The above concept can also be thought of usingthe N+1contcep 0 N6 is the mini mum |
of generators needed to meet the most critical po
of the ONO6 generators fails or if additional gene

of the most critical onesN+2 islike N+1 but has two redundant generators in case two
generators fail.

Implementingdifferent typesof generators (e.g., natural gas and diesel§ strongly
recommended for Level 3 and Level #esilienceto improve fuel diversity Thecontrol
electronicscan adapt to the different engine response times and successfully load share.

Note: The material below doeqiot providelow level design and installatiorguidelines such as
how to install a generator or the ventilation required. It is recommended thater documents
be reviewed for those guidelines, such &%) IEEE Standard 4461995 IEEE Recommended
Practice forEmergency and Standby Power Systems for Industrial and Commercial
Applications (ii) NFPA 370 Installation and Use of Stationary Combustion Bimes and Gas
Turbines and (iii) NFPA 1108 Standard for Emergency and Standby Power Systems

Generatorsconvert mechanical energy generated by the engine into electricity using an
alternator. There are four types of generators per ISO 85280Reciprocating internal
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combustion engine driven alternating current generating seéPart 1: Application, ratings ad
performancedthat can be used for backup/emergency power as well as some that can be for
continuous power by nosutility entities. Theseare summarizedin Table11. The generator
ratings assume that proper maintenance is performedlthough the number of continuous

hours of operation can be extended on some units with certain accessories such as advanced
oil management systems

Tablell. ISO 858 Generator Rating®?

Rating Definition Summary Comments
1 Due to the limited number of operational hours
11 Up toan average 0f200 hours it is generally more suitable for Level and 2
Emergency of operation per year. resiliencethan for higher levels of resiliene.
Standby { Permissible average power 1 Considered acceptable for Level 2 since 200
Power output over 24 hours of hours issufficient to run for one week
operation shall not exceed 70% _ _
of the power rating. 1 Manufacturer maintenanceintervals must be
respected.

9 This can be used for peak shaving to save
power costs and it can help turnover the fuel to
ensure that the quality of the fuel is
maintained.

Limited Time | 1 Up to500 hours of operation 1 Suitable for Level 1 and Zesilience
Eunnlng peryear. 1 Check with manufacture if generatorcould run
ower continuouslyper your requirements (e.g.30
days onrare occasiong to meet Level 3
resilience requirements (how often the air filter
must be changed is dependent uporokal
conditions)
1 Unlimited number of operating | 1 Suitable for Levels 3 and 4esilienceas well as
Prime hours per year. lower levels of redience.
Running 1 Permissible average power 1 Diesel generatorssuitable for continuous
Power output over 24 hours of operationsas well asmost natural gas
operation shall not exceed 70%| generatorsare significantly more reliable than
of the power rating. standby generatos.83
o _ 1 Operatinga generator at light loads for
Continuous | T Unlimited number of operating extended periods of time reduces the efficiency
Operating hours per year. of the power system and creates maintenance
Power issues due to wetstacking (operating under

1 Typically has a high load factor.

50%r rated capacity)s4

Generatorsare becoming more and more important to ensuretheat i on 8 s whemthet | nui t vy

electric power grids disrupted Diesel is the most common type of generator for
backup/emergency powempurposes followed by natural gas.

DieselGeneratos

The global diesel generator market size expected to increaseat a CAGR of 4% om $16 B as
of 2018 to $21 B by the end of 2025.Dieselis the most popularindependent power generation
option deployedlargelybecause ofseveralmajor advantages:

1 Low costd Diesel generators tend to be the least expensive at least for larger loads.
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